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ATayopedeTal 1 avTypagt, amodnKevon Kot Slovoun e mapobcos epyaciog, €€ 0AOKATpOL
1 TUWHOTOG AVTNG, Yo EUTOPIKO okomd. Emtpénetar n avotdnmon, anobnkevon kot dtovoun
Y10 GKOTO UN KEPOOGKOTIKO, EKTALOEVTIKNG 1| EPEVVNTIKNAG PVONG, VIO TNV Tpoimdbeon va
avaQEPETOL T TNYN TPOEAELONG Kal Vo, dtortnpeitan To Tapdv uivoua. Epomuota mov apopodv
N PNOoM NG EPYUCING Yio KEPOOGKOTIKO GKOTO TPEMEL VO, ATeEVHVVOVTAL TTPOG TOV GUYYPUPELXL.
Ot amdYELG Kot TO GUUTEPAGILOTO TOV TEPLEXOVTOL GE OLTO TO EYYPAPO EKPPALOVYV TOV

oLYYPAPEN Kt OEV TPETEL Va, EpuNVeLDEL OTL avTimpoc®reDoVY TIC enionueg OEcEIC TOL

EBvikov Metoofiov [oAvteyveiov.






Hepiinyn

O oKomoOC ™S SOMAMUATIKNG £pYaciag ival N OVTILETOTION SIKTVOKOV ETOECEDV
YPNOLOTOIMVTAG TEXVOAOYiEg atyung. Kabmg to dradiktvo e&eliooeton kot ta dikTvua
VTOAOYIGT®V YivovTol OAO Kol HEYOADTEPQ, 1) ACPAAELD SIKTO®V €ivorl Evag amd TOVg
ONUOVTIKOTEPOVG TAPAYOVTEG TTOL TTPETEL VO, ANPOOVY vITdym. Yrapyovv didpopa idon
SdIKTLOK®V EMBECEDV OTMG KOt TPOTOL AVTILETOTIONG. Epeig Oa emikevipwbovpe oe
V0 TPOTOVG OVTIUETOTIONG SIKTLOKMV MBEGEMVY , 6TOV eviomicpd DDOS embécewv
Le ypNom evipomiog Kot otV ypnon vPpidkov honeypot pe okomd v dwyeipion
honeynets.

H epyacia avt aoyoreiton pe v xprion twv Evepvav [poypoppotilopevov Aiktimv
KOl 7O GLYKEKPIUEVA TG Te)voroyio OpenFlow mpokeévouy kat viomomBovv ot
TOPATAVED TPOTOL AVTIUETONTIONG OIKTLOK®V emiféoewv. H teyvoloyio OpenFlow
Swywpilel To emimedo mPo®ONONG KoL EAEYXOV OTIS OIKTLOKES GUOKELES Kot TAEOV
ypnowonoleitar évag e&mtepkdg controller mov amoteAei kotd Kdmolo TPOTO TO
Aertovpykd cvuotnuae Tov dktvov. Eyve gktevig avdAvon tov Slapopmv £K00GEMV
tov OpenFlow kot Tov kvptodtepwv Tpocnkmdv allaymv o€ kabe po. Emiong éywve
TEPUMNTTIKY aviivon Pooikdv OpenFlow gleyktdv avorytod KK e KupltoTepn
avdivon tov POX kot tov Bacik®v e£aptnrdtoy Tov.

YXlomombnkav 2 mpocopowwoelg pe tov controller Pox oto mepipdirov e&opoimong
diktowv, mininet. To mwpdTo fTtav vAomoinon vPpdkod honeypot to omoio kdvet
avaKatevOLVOT NG SIKTLOKNG KIVIONG LETA OO VAV CLYKEKPIUEVO aplOUd ToKETwV
nov @tévovv otov controller. TIpaypoatomoifnke t6co yioo ICMP kivnon 6co kot yia
UDP pe v yxpnon DNS honeypot kot evog amioikod DNS server. To dgbtepo ftav
évag tpoémog evtomiopod DDOS  embécewv péow g evipomiog amd tn Oewpia
TANpogopiac. Apyikd €ytve GOYKPION TOV TIWOV €VTpomiag tov Shannon kot tng
TETPAY®VIKNG TOV Rényi yio cuykekpéva ueyédn mapabvpov mokétmv. Emiong pe
KATAAANAY TPOTOTOINGT) TOV KMOKO VTOAOYIGTNKE N HEYIOTH EVIPOTIO TOL SIKTVOV.
Téhog pe Pdiomn ) pé€yrot evipomia wg 6ptlo, Tpomomo|dnKe o KOOKOS £T61 MOTE KAOE
@opd mov evtomiletar DDOS enifeon va otédvovtal oto email Tov dwoyepioty diktvov
apyeio kewwévo pe Tic mbaveg ip g enifeong.

Aégaig Khewdwa: Eveun Tpaypoppatilopeve Aikta, Openflow, Controller Pox,
honeypots, hybrid honeypot, kataveunuéveg embéceig apvnong vanpesiag, vipomia






Abstract

The scope of this diploma thesis is dealing with network attacks using high end
technology. As the internet evolves and computer networks become bigger and bigger,
network security has become one of the most important factors to consider. There are
several types of network attacks as well as ways to defend against them. We are going
to focus on two ways of defence against network attacks, first by detecting DDoS
attacks using entropy and secondary using a hybrid honeypot which is used to
administrate honeynets.

This paper addresses the usage of Software Defined Networks (SDN) and more
specifically the usage of OpenFlow technology in order to implement the above types
of network defence. OpenFlow seperates the data and control plane on each network
device and there is an external controller which acts as if it is the operating system of
the network. Different OpenFlow versions were analysed extensively and their main
additions and changes were mentioned as well. Moreover different opensource
OpenFlow controllers were analysed briefly and more emphasis was put on POX
controller and its main modules.

Two simulations were implemented with pox controller using mininet, which is a
network emulation software. First simulation is about a hybrid honeypot which
redirects network traffic after a specific number of packets is received by the controller.
Redirected traffic was ICMP packets as well as UDP, using DNS honeypot and a
minimal DNS server. Second simulation is about detecting DDoS attacks using
information entropy. Firstly, a comparison was implemented between Shannon’s and
Renyi’s entropy estimation methods for specific windows of packets. Moreover, with
appropriate modification of the code, the maximum entropy of the network was
calculated. Finally, using the maximum entropy as a threshold, the code was modified
again in order to detect DDoS attacks and every time it did, a text with possible ip
addresses of the attack was sent by email to the network administrator.

Keywords: Software Defined Networks, OpenFlow, DDoS, Pox controller,
honeypots, hybrid honeypot, entropy






Evyoprotieg

H mopodca dumhopatikny epyocio €ivol T0 €MOGTEYOCUA TOV TPOTTLYLOK®V OV
onovddv oto EBvikd MetooPio Tlohvteyvelo ko Ba MBeia va gvyapiotiicm 0G0V
cuvéBaiav Guecsa 1 EUPESH TNV TPOSTAOELL OV VO TIG OAOKANPDOCX.

Oa NBeha apykd vo guyapiotiom tov K. Xvkd Evotdbio kadnynm EMII yw v
duvatdTTo TV 0Toia LoV £0MGE VO AGYOANOM® e Eva TOGO EVILAPEPOV KOl GTLOVTIKO
0éua TV dikTvv vroAoylotdv. Emiong o ffeia va evyopiotiown tov K. Kavafion
Kovotavtivo vroyneto d1ddktopa kot tov K. KopoBéon Iodvvn vrevbovvo gpevvnt
Kot 1puTh ToL gpyactnpiov Islab tov Ivetitovtov [TAnpopopikic kot Tniemikovmvimy
tov E.K.E.®.E. «Anudkprtocy yio m Ponbeid Toug Kot g YPOUYLES TAPOTNPNCELS,
TPoTacelg Kot GVUPBOVAES TOVG KB’ OAN T SLAPKELN GLYYPAPNG TNG EPYUTING.

‘Eva evyapioto eniong otov ¢ido kot cuvaderpo, Adau TTavAidn yio v vrootpiEn
TOV OTIG amopieg pov yio tov topéa Twv Software Defined Networks.

Téhog Ba Beha va evyaploTd Ol To ATOLO TTOV MTOV KOVTA OV HECH GTIG SUOKOAES
OV TPOEKLYOV KATA KApoUG Kol 101mg TOVG YOVELG LOV.

Xaptodg [Mavterenuov Kovotavtivog
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Eicaymwyn — Avtikeipuevo

2V mopovco OMAMUOTIKY] HEAETAUE TOUEIS TOV OPOPOVV TNV OGPAAED SIKTO®V
VTOAOYICTMV KOl O GUYKEKPYEVE TNV OVIIUETOTIOY OIKTLOK®OV embfécemv. ZTO
TapeABOV o1 yaKepg NTav TOAD KaAol YVAGTEG TPOYPOUUUATIGHOD KOOMG EmioNg Kot
dKTVOV emkovovidyv. [TAéov o omolocdnmote pmopei va yivelr yakep, kotefdlovrog
éropa mpoypdppata and to dadiktvo. Ola avtd Ta ToAvTAOK epyoleio emBEceE®V
EYOUV KOTOOTNOEL TIC OVAYKEG YO OCQAAELD OIKTLMOV KOl TOAMTIKOV OCQOAEIOG
EMTOKTIKEG OG0 MOTE AALOTE. XKOTOC TV emMTIOEUEVDV glvarn glte va dSakOYOLY TNV
Aertovpyia, €it€ VoL AMOKTHGOVY TAPAVOUN TPOGPOCT GE VITOAOYIGTEG TPOKELEVOD VoL
VROKAEYOLV GTOlKElD, VO TO TOPATOMGOLV 1] OKOUN KOl VO TO KOTOGTPEYOLV.
Yrdpyovv NN apketég pnéEBodOL avVIYETOTIONG OIKTLOK®V eMOECEDY, OAALGL TAEOV
avotyovtot ko vEotl TpOTol VAOTOINGT|G TOVG e VEES TEXVOLOYIES, O1 0moieg Uopovv va
TPOGPEPOLY OKOU TEPLOCOTEPN €LEMEID KOl TTEPIGGATEPEG OLVOTOTNTEC GE Evav
JLXEPIOTN SIKTVOV.

H véa teyvoroyla mn omola diver avt) 1t JSvvatdtmro eivor ta  diktva
npoypappotiiopeva and roywoyukd (Software Defined Networks - SDN). Xtnv
nopovoa StmAmpotikn Oa avadvdel éva omd ta emikpatéotepa Tapadetypata Software
Defined Networking, to OpenFlow. TTAéov 10 KoppdTt TPOo®ONONG KAl EAEYXOL OV
TPOYUATOTOLOVVTOV UEXPL TOPO Hall OTIC OIKTLOKES CLUOKEVEG EXEL dLoYWPIOTEL Kot TaL
OpenFlow switches avolapfdavovy pévo v mpomONon TaKETOV VD €160YOVTUL
mAéov controllers mov amotelovv Katd pion Evvola T0 VEO AEITOVPYIKO GOGTNUO TV
SIKTLOKAOV GUOKELMOV KOl OVOAUUPEVOLY Vo, TPOYPOUUATIGOVY TN AglTovpyio TOVG.
AVTOG 0 TPOYPaUATIOUOG divEL VEES SUVATOTNTEG OTIG SIKTVAKES GUOKEVES KOl TAEOV
LITopovV Vo, emTeEA0VV TOAOTAOKEG Agttovpyieg Omwe To vo kdvouvv load balancing,
TPOCAPUOCTIKO EAEYYO TNG SIKTLAKNG Kivnomng, va evtomilovv emBécelg DoS 1 axoun
Kot va gAéyyouv Tt Switches katd Té€tolo Ttpdmo MOTE Vo VEAPYEL M EAAIOTN
KOTOVAAWGN EVEPYELOG.

Yty mapovoa epyacio Oo acyoinbovue pe tov POX controller, omoiog eivar OpenFlow
controller avouytov k®dKa kol 0 omoiog drabétel TANOog amd £Tolo cComponents, ek
TOV 0oimV éva amd avtd Tpomomombnke kot vAomombnke o aviyvevtig DDOS kot to
vPp1d1k6 honeypot. To mepiPdArov oto onoio mpayuatomombnke, ivar to mininet to
omoio omotedel €vo AOYIOUYIKO €EOUOIMONG YOl VO DAOTOMGEL KATOL0G YP1yopQ
glkoviKa diktva kKo vrrootnpilet OpenFlow switches.




H moapovoa dimhopatikn epyacio umopet vo daympilotel 6€ 000 TUNUATo OTOv TO
kaBéva amaptileton amd 2 empéPouvg KePaAoa.

1° tpnpa - BcpnTIko

Avaloon tov mpwtokoilov OpenFlow kabog emiong Kot TV SLOPOPETIKOV
€KOOGEMV TOV Kol TOV KLPLOTEPWV TPocOnKav-allaydv. Bacikn tapovcioon
OpenFlow controllers avoytod «kddwKa pe &€Ktevny ovdAvon ToOV
yapaxtplotik®v tov controller POX. Avdivon 3 Pacikdv components tov
KOl TNG AELITOVPYIOG TOV EMTEAOVV.

2° TUNpO - TPUKTIKO

Yovtoun meptypoaen tov mepidrlovtog e€opoimong mininet. Avdlvon tov
honeypots kot g xpNoTIKOTNTAG TOVG LE EMKEVTP®GT oTa. VPPdkd honeypots
Ko Waitepa oto honeybrid. Enéktaon tov 12_learning switch mpokeipévov va
emiteAel Aettovpyieg VOOV honeypot Kot TapoVGINcT TV ATOTEAEGUATMV.
[Ipaypatonoteitoan mpocopoioon 160 ywo kivnon ICMP 660 kot UDP pe v
gykatdotoon DNS honeypot kot otoyeiddovg DNS server.

Avdivon tov embBéoemv DDOS kot g pebodoov avTeT®TONG TOVG e TNV
YPNOMN €vIpomiog. AVOADOVTOL Kol GUYKPIVOVTOL T OTOTEAEGUATO, SIKTVOKTNG
Kivnong oto mininet pe tn ypnon g evipormiog Shannon kot TETPAy®VIKNAG
gvtpormtiog tov Rényi pe okomd va mpokOLyouy YPNOIUN GLUTEPAGLLOTO.
Y oAOYIGHOG HEYIOTNG EVTIPOTLOG TOV SIKTVOV. OPIGUAC TG LEYIGTNG EVIPOTIOG
o¢ opiov yw embéceig DDOS xor amoctoln pe email tov mbavov ip
dtevBuvoewv g enifeomng 6To SlayEPIOTH OIKTOLOV.




Software Defined Networks - OpenFlow

H oVyypovn emoyn €xer ovadeier véeg avaykeg ava@opikd e Tn OIKTO®ON TMV
VTOAOYIOTIKAOV GUOTNUAT®V Kol 00TO 0Qeidetan oTig paydaieg teyvoloyuéc eEeléel,
omwg Vv yprion vroloyotikwv vepmv (Cloud Services), v avdivon peydiov
ovvorov dedopévav (Big Data), otig ToAUESIKEG EQAPUOYEG VYNANG VALV TTOL
YPNOLomoovV peydio gupog Lovng kabag eniong Kot oto peyddlo minbog popntdv
GLGKEVDV KOl EVOOUATOUEVAOV GLGTNUATOV. OAEG OVTEG 01 VEES ATALTICELG 0OTYNGOV
ot onupovpyio VE®V SIKTLOK®V TEYVOAOYIDV, TOV TPOYPUUUATICONEVOV  amd
Aoyiopkd dwktowv (Software Defined Networks - SDN). H teyvoloyia tov amod
AOYIoUIKO  TTpoypoppaTiCOpEVOV SIKTO®V ov Kol Topovctdlel iaitepn avOion to
televtaia ypovia evtovTtolg N Aoywkn mwhve oty omoia Paciloviar ompiydnke oe
OPKETEG TPAOLEG TEXVOAOYIEG O1 omoieg gite gppavilovtay o€ GALO TOUEN ETKOIVOVIDV
elte AOY® GLYKLPIOV ElYOV OTOTOYEL EUTOPIKAL.

2.1 EEEMEN Kot VOGS TPIKTIKES TEYVOAOYIES

Kevtpwkomompévog £Aeyy0g T00 O1KTOLOV

H AT&T 1o 1981 Egydpioe to kavar dedopévav (data plane) kot to koppdtt eAéyyov
(signaling-control plane) mov avantdydnke yio o TNAEE®VIKO diktvo. ‘Etol xovpe
TAEOV Eva KEVIPIKO onpeio eEl&yyov tov diktvov (NCP-network control point) to omoio
pmopel vo emkovmvel pe po Péorn 0e00UEVOV TPOKEYEVOD VO TPOCPEPEL KALVOUPLES
VINPECiEg AAAG KoL VINPEGIEG avaloya LE TIC avaykeg Tov medatdv (on demand). To
TAEOVEKTN LA TNG oNUaTodociog ektdg kavaitov (out of band signaling) oe oyéon pe
onuotodocio evtog kavoiov (in band signaling) mov ypnowomolovvtay péypt tote
elval oti undpece vo meploplotel 0 ypdvog tov omoiov ypeldlovior GUYKEKPIUEVO
KuKAGpata vo ewvot evepyd (network switching) kot v ikavotnta va EEpovpe av €va,
KOKAOUO gfvan o€ pfoT om0 KATO10V GALOV TPV TO YPNOLOTOGOLHE Yo T (evén
pog. Eniong éva dAlo peydlo mAeovEKTNO TG CNUATOO0GT0G EKTOG KOVOALOD glval TO
TAN00¢ TOV LANPESIOV 01 0Toieg UTOPOVV VO OVOTTUYOOVV KOl VO TPOGPEPOLY VEEG
SUVATOTNTEG TNV VIAPYOVGA SIKTVOKT VITOOOUN.

Evepya diktva (Active Networks)

Eivor ta diktva ota omoio o1 kOpPot eivar TPOYPOUUATIGUEVOL VO EKTEAOVV KATOLES
OVYKEKPIUEVES EVEPYELEG OTO TTOKETO, TTOL OLEPYOVTOL LECH OVTAOV. AnAadn Evag KOUPog
UTOPEL 0V TPOYPOUUUATIOTEL DOTE VO S0y EPILETOL OLOUPOPETIKA TOL TAKETO TOV EKAGTOTE




ypNnom N va dwxepiletan to mokéto moAlvekmopnng (multicasting) dwupopetikd oo
Ao okéta. Xy 0 Katnyopiot aviKel Kot 1) LAOTOINGT EVOLAUECS®Y KOLTIMDV
(middleboxes) omwc firewalls, proxies kot yevik®dg S1opOp®V VINPESIOV EQUPLOYDV.
Agv edpardOnkav cav texvorloyio AOy® TOL OTi TNV €MOY TOL AVATTHGGOVTAY dEV Oa
LITOpOVGaY VoL El0V KATOL0L GYETIKN TPOKTIKY EQapuoyn 0mm¢ o€ data centers 1 oto
vroloytotikd vépog (cloud) ta omoio Mtav petayevéotepeg teyvoloyies. Emiong to
vAko (hardware) fitav moAd akpifo pag kot péypt tote ypnoomrolovcayv ASICs evd
A éov vtapyovv TCAMS kar FPGAS gvpémg. Axopo vmipyov 0€pato avopopikd pe
TNV 0CQAAELD YL TNV omoia ¥petaldTaV E101KN YAMGGO TPOYPUUUATICHOD OTMG EMioNG
Kol To 0Tl dnuovpyoHoe TPOPANUA TO YEYOVOS OTL O TPOYPOUUATIOTNHS LTOPOVGE VoL
NToV 0 OmoloGONmoTE TEMKOG Ypnotg, o€ avtifeon pe to SDN oto omoio o
TPOYPOUUATIGTHG EVOL O OLOYEPLOTNG SIKTVLOV.

Network Virtualization

Etvar n vmopén moAlamAdV AOYIKOV OIKTO®V GTO 1010 QUOIKO SiKTLO. XKOTOG NG
EIKOVOTTOiINoNG SIKTVOV €lval 0 SAUOPAGUOS SIKTVOKMOV TOPOV GE GLOTHUATO KOl
YPNOTESG LE OmOdOTIKO, EAEYYOUEVO KOl Aol Tpomo. Ta eucovikd diktva ympilovtal
o€ 000 peydleg Katnyopieg ecmTEPIKE Kot EEMTEPIKA.

Eotepika eukovikd dikTva.

e Virtual Local Area Networks (VLANS). Eva diktvo og emedo 2 tov OSI
(data link layer) pmopei va yopiotei o moArd Sopopetikd Aoywd broadcast
domains, eved ano guoikn droyn ivor To id10 broadcast domain. Ta VLANS
Eexopilovv peta&d Tovg yroti péca oto makéto npootifetar 1o VLAN ID kot
Ta Switches mpowBobv ta makéta pe Baomn kot tn mac address kot to VLAN ID.
Apov ta VLANS Boacifoviar oe dopopetikd Aoykd diktva kot oyl og
SAPOPETIKA PLGIKA diKkTva, gival pot TpdTH poper network virtualization.

e Virtual Private Networks (VPNS). Eivat éva deopgvpévo (dedicated) diktvo
OV GVVOEEL TOAAATALG ToToBETTiEg MUV Ao OMUOGLO OIKTLO EMKOWVMOVING
onmwg 1o tvtepvetr. Ta VPN pmopel va evVOuV OmOUOKPUGUEVEG YEOYPOUOUKHL
tomofeciec o emyeipnong (site-to-site VPN) 7 évag ypriomg va 0éhel va
ovvdebel oe éva WwTKd diktvo (remote access VPN). Ta mpwtokoiia
tunneling mov ypnoonotovvol cuvbwg eivon To IPsec, PPTP ko L2TP.

e Overlay Networks. AmoteloOv Aoyikd diktva tomobetmuéva navem o€ éva M
nepPLocoTeP. Quoikd diktva. To iviepver Eexivinoe cav overlay diktvo mavo
07t0 TO THAEQ®VIKO dikTvOo. ['or TapAdELy Lo, KOTAVEULEVO GLGTNLOTO OIS TA
diktva peer-to-peer kot ot client-server epappoyés eivon overlay networks yiori
YPNOLOTO0VV ¢ Pacikd diktvo 10 dtadiktvo. Emiong mAéov 10 tAepovikd
diktvo (VOIP) teivel va yiver overlay network névem amo to dtadiktvo. TToAdég
overlay apyitextovikég €xovv mpotabei to tehevtaio ypovia pe okomd TNV
enilvon mowilwv mpoPAnudtov ommg ™ dvvatotnto multicasting, moapoyng
vinpeoidv QoS, mpootacio amo embéoeig Denial of Service (DoS), diktva




dapotpoaouod morvpestkod mepieyouévov (CDNS) akoua kot wg testbed pe
oKOTO TOV GXEO10GHO KOl AEI0AGYNOT VEDV OPYLTEKTOVIKADV.

Eomtepika gikovikd diktua.

Y& autn TV TEPITTOOoN 6€ £va GLGTNO TAEOV £XOVUE Evav NYPErvisor pe eikovikég
unyavég (virtual machines) 1 mapepgepeis texvoloyieg oTIC 0MOIEG £X0VUE MG PAGIKA
otoyyeio ewovikég diktvokeg olemapés (virtual network interfaces) kot gikovikoig
uetaywyeieg (virtual switches) mpokeévov va emikovmvioovy OAo Ta. EIKOVIKA
unyaviuoato (Virtual machines) peta&d tove.

Pathfor VMto ______
VM traffic

Emulated vNICs g

vEth ==~
Hypervisor/vSwitch

Uplink pNIC === pNIC

NIC

-------------- Physical port
Physical/Virtual Switch

Virtual switch,virtual NICs wau virtual links yio emikowvevia peta&d tov VMS,
Iy (1]

Aev mpémel va ovyyéetan n évvorla Tov network virtualization pe tov SDN kabmg to
SDN Baociletor oto doywpropd data plane xou control plane. To SDN pmopet va
ypnowonomoel network virtualization yio vo €yet peyaAddtepec dLUVOTOTNTEG Kol
neplocotepeg vanpecies. To network virtualization and pévo tov dev mepi€yel v
évvola tov SDN.

2.2 Ewooyomyn oto mpotékorio OpenFlow

To OpenFlow omotelel pion amo TIc TO S100G0UEVEG VAOTOMNOELS Kol £Va TOAD
yapaxtplotiko Tapaderypa Software Defined Networking. H 18éa wicw oo avtd nrav
VO TAPOVLE TIG dLVATOTNTEG TOV VIAPYovTog VAKov (hardware) twv switches kot vo
dMGOLLLE T SOLVATOTNTA GE EVOL TPMOTOKOAAO EAEYYOV VOL EAEYEEL TNV GLUTEPLUPOPEL TOVG,.
Y10 OpenFlow évag controller emkowvmvel pe tov wivaxa pong (flow table) tov switch
Ko gloayet eyypoeég (flowtable entries) mov emnpedalovv v npoddnon nakétwv amo
to switch. Enedn moAAhd switches ©on ypnoiorolovcay Tivakes pong To Hovo Tov




ypeWlOTaV NTAV Vo TEIGTOVV Ol ETALPEIES Tapay®YNg TV Switches va avoi&ovv
demapn (interface) towv mvakov ponge.

"Eva diktvo OpenFlow Baciletat yio to eninedo dedopévav oe petaymyeig OpenFlow
ot omofot umopel va eivor eite oe eminedo VAKOV eite umopel v vol €KOVIKOL
(mapaderypo OVS). T'a to eninedo eEAEyyov vadpyovv £vag ot tepiocdtepot controllers
nov emiong vrootnpilovv OpenFlow. Téhog éxovpe (o 0o@OAn GUVOEGST OVAESH.
oTovg peTaymyeig ko tov controller, ota mlaicio Tov KeEVTpIKOTOMUEVOL EAEYYOV TOV
dktHov Tov emtdooel o OpenFlow.

Ta onpavtikodtepa mieovektipoto Tov OpenFlow gival o kevipikomompévog Eleyyog,
N €VKOAOTEPT JOXEIPIOT SIKTVOV KOl Ol VEES OLVOTOTNTES OTIS OIKTLOKES GLGKEVEC.
Edkd og peydra diktva 6nmg to diktvo tov datacenters, n katavaunuévn dtayeipion
T0V KkGOe switch, Oa av&ave dpopatikd T dvokoAio kot T0 KOGTOG dlayEiptong TovG.
Me to OpenFlow divetar 1 dvuvotdTNTo. GTOV SLOYEPLIOTH VO TOPUUETPOTOLEL T,
switches moAb gvkolo kat va yel yevikn emomteio, Tov diktvov. Emiong otov ke
controller pmopovv va ypagtovv modules £tol ®GTE Ol SIKTLOKEC GLOKELEC VoL
TPOLYLOTOTOLOVV TOPATAVE EVEPYEIEG GO 0L OTTAT] OITOO0YN KO TPOMONOT) SIKTLAKNG
Kivnong, 6mmg to va uropovv va kavovv load balancing, mpocapuoctikd leyyo g
JKTLOAKNG Kivnong, va gvtomiCovv embéoeig apvnong vanpeosiog (DOS) 1 axdun kot va
eréyyovv o SWitches katd t€to10 TpOmo MOTE Vo, VIAPYEL 1 EAAYIOT KATAVAA®GN
evépyelag. Anladn emttelovv mapaminoio Aettovpyio pe ta middleboxes twv active
networks.

OPENFLOW PROTOCOL

OpenFlow switching

OpenFlow switch specification

OpenFlow switch

Switch - FlowTable, myn [2]




2.3 OpenFlow 1.0

Oa TEPTYPAYOVLE TO YAPAUKTNPLOTIKA TOL TpmTokdAAov OpenFlow. @a avagepBolue
apykd otnv £kdoon 1.0 ko peTd 6T1g To Pacikég TPOSHNKES TOL VIPEAY OE EMOUEVEC
€KOOGELS.

"Eva OpenFlow Switch amote)leitan amo Evav mivako pong, To 0moio TPAYIOTOTOEL TNV
npomOnon maxétwv (forwarding) kot éva aoporéc kavai exkowvoviag. O controller
dayepileran To SWitch péow tov acparovg kavaiiod extkovoviag switch — controller.

Eyypagég (Flow Entries)

"Evog mivakog porg mepiéxet eyypaeés (flow entries) ot omoieg amotehodvor and to
e&nc Paowcd: header fields - rules, petpntéc ko éva ocbvoro evepysudv mov Oa
EPAPLOCTOVV 6NV KdOe mepinTmon.

Rule Action Stats

Packet + byte counters

1. Forward packet to port(s)
2. Encapsulate and forward to
controller
3. Drop packet
4. Send to normal processing
pipeline
5. Modify Fields
6. Any extensions you add
Switch  MAC MAC Eth VLAN IP IP 1P L4 L4
Port Src Dst Type Id Src Dst Prot Sport  Dport
VLAN = IP
PCP | TOS

Yvvortikn Topovoioon Flow Entry.

Iedia emkepalrioag — Kavoveg (Header Fields — Rules)

To ovykekpuévo medio elyvel Tov¢ KAvOVES HE TOLG OMOIOVG cuLYKpiveTol KAOE
eloepyopevo makéro. Kabe medio mepiéyet po cvykekpuévn tiun (exact rule)  tnv tun
ANY (wildcard rule) mov avtiotoryiCetor pue omoladnmote TN mokéTov. I Tovg
KOVOVEG TTOV TTEPLEYOLV OAOL TOL TESTDL KOBOPIGUEVA, UTOPOVLE VO EXOVUE TO TOAD Evav
Kavova yio kabe evepyn pon (active flow). Xtovg wildcard xavoveg, moAlol Kavoveg
umopovv va avtiotoryilovv o€ €va TakETo, apo TPEMEL VoL PAAOVIE TPOTEPULOTITEG
(priorities) ywo va dodue molog Ba epapuootei ke popd. Tlapakdtw avearvdoviol o
ovykekpuéva to header fields.




Field

Bits

Applicable

Notes

Ingress Port

Ethernet Source
Address

Ethernet
Destination
Address
Ethernet type

VLAN id

VLAN priority

IP source
address
IP destination
address
IP protocol

IP ToS bits

Transport
source
port/ICMP
Type
Transport
destination
port/ICMP code

(e€aptdron amo
NV vAomoinon)

48

48

16

12

32

32

16

16

O)\o to Tokéta

OMla T0 ToKéETO OTIG

EVEPYOTOMUEVEC
TOPTEC.

O)a to ToKETO OTIG

EVEPYOTOINUEVEG
TOPTEGS.

Olo to TakéEPa GTIG

EVEPYOTOMUEVEC
TOPTES.

OM\o To mokéTa pe
Ethernet type
0x8100
Olo t0 ToKETOL PLE
Ethernet type
0x8100
O\a ta moxeTa 1P
kot ARP
O\a ta moxkéta 1P
kot ARP
IP and ARP

IP and ARP

TCP,UDP,ICMP

TCP,UDP,ICMP

AplOuntikn
OVOTOPAGTACT] TG
gloepyopevng 0Hpag
Eexvavtag and 1o 1

VLAN PCP field

Ymoompilovral
VodikTLO
Yrootpilovton
vrodikToa
Xpnon tov 8
yaumAotepmv bit tov
ARP opcode
XoapaKTnpiopog mg
8umitn mocoTNTA Kot
tomofeTOVTOG TO
ToS ota vynAotepa
6 bit.

Mobvo ta 8
yopnAotepa bit
XPNOLOTOLOVVTOL
vy ICMP Type
Mobvo ta 8
yopnAotepa bit
XPNOULOTOLOVVTOL
ywo. ICMP Code




Merpntég - Counters

Ot peTpnTég d1aTNPOoHVTAL KO OVOVEDVOVTOL Yo KAOE ivaka pong, eyypaen, 00pa
TOL SWitCh kot ovpd Kot o1 omoiot mapatiBevTal TaPUKAT®.

Counter Bits

Per Table
Active Entries 32
Packet Lookups 64
Packet Matches 64

Per Flow
Received Packets 64
Received Bytes 64
Duration(seconds) 32
Duration(nanoseconds) 32

Per Port
Received Packets 64
Transmitted Packets 64
Received Bytes 64
Transmitted Bytes 64
Receive Drops 64
Transmit Drops 64
Receive Errors 64
Transmit Errors 64
Receive Frame Alignment 64

Errors

Receive Overrun Errors 64
Receive CRC Errors 64
Collisions 64

Per Queue
Transmit Packets 64
Transmit Bytes 64
Transmit Overrun Errors 64

Evépyeaieg (Actions)

Kabe eyypaon oyetiCeton pe kapio | meprocdtepeg evépyeteg mov kabopilovv TdG To
switch 0o yepiotel To maxéta mov yivovtor oviotoyio. Edv kavévag kavovag
wpomOnong oev vdpyel, T0TE Ta TOKETO omoppinToviat. Ot MOTEC EVEPYELDV Y10, TIG
EYYPOUQES TPETEL VO EMEEEPYAGTOVV GTN oEPd mov €xovv kabopioteil. 'Eva switch
umopel va amoppiyel pia yypapt) eqv 0gv Lopet vo emeEepyaoTtel TV AMota EVEPYELDV
pe TV o€pd mov £xel Kabopiotel Kot 6e avT TNV TEPInTOoN Bo TPETEL v EMOTPEYEL
OFPET_FLOW_MOD_FAILED. Eva switch dev givat vmoypemtiko vo vrootnpilet
OAQ TOL NOT] EVEPYELDV GALG LLOVO 0VTEG TOV gival VIToYPeMTIKES (required actions) kot
neptypdoovian mo katw. Otav cuvdéston pe évav controller, to switch deiyver moteg
a0 TIG TPOALPETIKEG EvEPYeLeg (optional actions) vrootnpilet.




Yndapyovv 0o non openflow switches. Ta openflow-only kat to openflow-enabled. Ta.
openflow-only switches vrootnpilovv pnovo Tic evépyeieg Tapakdtom, eved ta openflow-
enabled switches, routers kot access points pmopovv va vrootnpilovv TV evépyela
NORMAL. Onolodnmote amo to. 500 £idn switches pumopei vo vmootnpilel v evépyeta
FLOOD.

e Yroypeotwkn evépyewa (Required Action): Forward.

Ta OpenFlow switches mpéner va vrootmpilovv v mpom®bnon tov mokéTOV o
(QLGIKEG TOPTEG KOl OTIG EMOUEVES EIKOVIKEG:

ALL: Ztékvel 1o maxéto £E® amo OAeG Tig dlemapég Tov Switch, punv mepthopfavovtag
TNV ELGEPYOUEVT.

CONTROLLER: EvBvAiakovet To maxéto kat to tpwbei otov controller.

LOCAL.: Ztékvel To TakéTo 6TV TOMIKN d1KTLOKN oToifa Tov switch.

TABLE: Tlpayupotonotei kamolo evépyela oto flow table. Mdvo yio packet-out
pnvopato.

IN_PORT: Xtéivel 10 moKETO OO TV TOPTO TOL E1GTXOM.

o TIpoapeTikn evépyewa (Optional Action): Forward

[Mpoarpetikd to Sswitch pmopei vo vroompilel v TPodONON TAKETOV KOl OTIG
aKOALOVOES EIKOVIKEG TOPTEG,.

NORMAL: Enelepydletol T0 TOKETO YPNOUOTOIDOVING TO KAUGIKT TPODONoT 7OV
vrootpileton amo to switch.

FLOOD: IIpo®bnon tov makétov amd OAeg TIc TOPTES TOV switch, €KTOG amd oV
7oV €6NYON, Ke Pdon 10 EAYIGTO GLVEKTIKO OEVTPO.

e Yroypotikn evépyero (Required Action): Drop

Mia eyypaon yopic evépyeleg vmodnAdvel oti OAo to avtictorlopeva mokéto o
amoppLphovv.

o TIpoapeTikn evépyswa (Optional Action): Enqueue.

Avt n evépyela Tpowbel TO TOKETO HEGM UIOG OLPAS OVOLLOVIG TOL AELTOVPYEL GE pia
00pa. To €idog g TpodOnoNg e£0pTATOL OO TNV TOPOUETPOTOINGT TNG OVPAG Kot
XPNOoToEiTaL G TOAD Pactkn teyvikn mototntag vanpeoiag (Quality of Service-QoS)

e Ilpoapetikn evépyera (Optional Action): Modify-Field.

[TopdTt dev evar VLOYPEMTIKG, TO GLYKEKPYEVO GHVOLO evepYEL®V divel avénuéveg
duvartdtnTEg Kot ow&aver T ypnootnta tov OpenFlow switch. T'a va dtevkolvvOei n
obvdeon pe Tta vmapyovta OikTva, mpoteiveror ta. Switches va vrootnpilovv
tpomonoinon twv enke@aridmv VLAN.

Action Associated Data Description

Set VLAN ID 12 bits Eav dev vrapyet VLAN,
nmpooTtifetan pa véa
kepaAidoa pe 1o VLAN ID
TOL OPIGHOTOG KO
npoteporotnra 0. Edv
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Set VLAN priority

Strip VLAN header

Modify Ethernet
Source MAC address

Modify Ethernet
Destination MAC
address

Modify IPv4 source
address

Modify IPV4
destination address

Modify IPv4 ToS bits

Modify transport
source port

Modify transport
destination port

3 bits

48 bits ywo. v
avtikatdotoon g MAC
dtevbuvonc Tyng

48 bits ywo. v
avtikatdotoon g MAC
dtevbuvong TpoopisLov
32 bits yio v
avtikotdotoon g ipv4
otevBuvong myng

32 bits yio v
OVTIOKOTAGTAOT TG IpV4
dtevbuvong TpoopisLov

6 bits ywo mv
OVTIKOTAGTOGT TOV TESIOV
ToS

16 bits yio v
OVTIKOTAGTOOT TNG
VILAPYOLGOG TOPTUS TNYNG
TCP/UDP

16 bits yw v
OVTIKATAGTOGN TNG
VILAPYOVGOG TOPTOG
npoopiopod TCP/UDP

VILAPYEL EMKEPOUAISQL
VLAN, avtikoOioctotol to
VLAN ID pe avt6 tov
opiopoTog.

Edv dev vmapyet VLAN,
nmpooTtibetan pa véa
kepaAidoa pe 1o VLAN ID
TOV OPICUATOG KoL
npoteparotnra 0. Edv
VILAPYEL EMKEPAMOQL
VLAN, avtikadiotortot to
VLAN ID pe avtd tov
0piGUaTOG.

Aogaipeon g
emkeporidoc VLAN
Avtikoatdotaon g MAC
dtevbuvong myng pe véa.

Avtikatdotaon g MAC
dtevbuvong Tpoopioov
ue véa.

AVvTiKaTaoTao™ TNG
vrapyovoag IP nyng kot
avavéwong tov IP
checksum (ko tov tep,
udp av yivetat).
AVTIKATAGTAOT TNG
vrdpyovcag IP
TPOOPLIGLOV Kot
avavéwong tov IP
checksum (ko tov tep,
udp av yivetat).
AVTIKATAGTAOT TNG
vrdpyovcag Tung tov IP
ToS. Avti 1 evépyela
umopeia va yiver povo oe
IPv4 moxéra.

AVTIKATAGTAOT TNG
vrapyovoag TCP/UDP
TOPTOAG TNYNG LUE VEQ TIUN
Kot avavémon tov tep/udp
checksum.

AVTIKATAGTAOT TNG
vrapyovoag TCP/UDP
TOPTOG TPOOPIGLOV LE VEQ
TIUN KOl OVOVEWDGT] TOV
tcp/udp checksum.
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Avtietoiyion (Matching)

O unyavioudc tpomdnone makétwv pe OpenFlow arnewkoviletar 6To emOUEVO YL,
Apywkd mpaypotomoleiton mpoapeTikny enefepyacio yioo to mpwtoékorio 802.1d
Spanning Tree Protocol. "Enetta yivetal cbpmon TV enKe@oAd®Y TOV TAKETOL Kol
OLYKPIVOVTOL [LE TOVG KAVOVEG oToV Tivaka pong. Av Bpebel évag kovovag Tov omoiov
T, TEdia TPl ovV e ToL TaKETOV, EQPUPUOLETAL AVTOC EVD oV Bpebovv mep1ocOTEPOL
Ao £vag, epapuoletal ovTog pe TV peyaAvtepn mpotepardtra. O petaymysog eniong
EVNLEPDOVEL TOVG UETPNTEG. AV OV LIAPYEL KoTay®pPNon N omoia vo Toupldlel oto
nakéto T0Te To SWitch otédverl éva packet-in univopa otov controller pe evoouatopévo
gite oAOKANpo to TokéTo, €ite TO. MpwrTo bytes tov av vmdpyer n SvvardTnTO
amofnkevong tov takétov oto switch. O controller Aappdavovrag to packet-in ppvoua
gykobotd kovoveg oto Switch eite oamootéAloviog tov Kmdkd Béong Omov
amofnkevTNKe TO TAKETO Uall e TIG EVEPYELEG TOV TIPEMEL VAL EPAPUOGTOVV, EITE UE
am\d pivopo Packet-Out.

. Optional STP
Packetinbound pro ing (802.1d) Flow table lookup

Apply actions
Match

. (forward, drop,
flow table entry? police)

Match
flow table-miss

entry?

Mo

4

Send to OF controller

Avtietoiyion oto OpenFlow 1.0, nyn [3]
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H dwdwacia pe v omoia ta medio TG EMKEPAAISOS YPTOLOTOLOVVTOL TPOKEUEVO
va Bpebel kamowo aviiotoiyion oto flow table meprypdeeton oto enduevo oynua,

mnyh[4].

Inltlalize Headers
Set input port,
Ethernet source,
destination, and type;
set all others to zero

Set VLAN 1D and
_ PCP. Use
%:B?SS?_ encapsulated Eth
i type for next Eth no
type check
-————————
. % rCoTT T T T T T 1
. N ! SetIPsource,
Eth type = "} destination from |
% 0x08067 | Within ARP [
1 packst !
1
———— e
Set IP source, Use UDP/TCP
Eth type = destination, Not IP IP Proto = sourceand |
0x08007 protocol, and 4 Fragment? 6or7? destination for
TosS figlds L4 fields
_ Use ICMP
P P{‘?f” - type and code
) for L4 fields
v Packet Lookup

=1 Use assigned  fe
header fields
—

e Ot Kavoveg yloo To INgress port, cuykpivovtal pe TV QLGIKN TOPTO OO TNV
omoia €10MADE TO TAKETO.

e Ot emikepatioeg Ethernet ypnoyomolobvtat yio OAa ToL TAKETA.

e Edv to maxéto eivon VLAN (Ethernet Type 0x8100) to VLAN ID kor PCP
YPNOLUOTO0VVTAL GTNV oVl TNON.

o (mpoarpetikd)a tao ARP maxéta (Ethernet Type 0x806) n avalnton umropel
va tepthapPaver Tig d1evbvveelc Ip INyNg Kot TPoopIGHoD.

e T tamakéto IP (Ethernet Type 0x0800), ta media avaljtnong tepthoufavoovv
Kot vt TG emkearidog IP.

e T to mokéta IP ta omoia givar TCP 1 UDP (IP mpwtoéxorro 6 i 17) n
avalrtnon TepAapBAavel Kot TIC TOPTEG TOV EMITEOV UETAPOPAG.

e T ta IP makéto mov eivan ICMP (ip protocol 1) n avalftnon meptlapfavet Kot
ta edia Type kou Code.

e [w to mokéto OV £YOVLV LWOOTEL OPLUUATIOUO Ol TOPTEG TOL EMUTEIOL
petapopdg tifevron otnv Ty 0 yio v avalnitnon.
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Avtarioyn pnpvopdtov eto OPENFLOW

Onwg avaeéptnke, 0 ac@aAng diavAog entkovmviag eivotl 1 SIETaEN ToL GLVIEEL KADE
OpenFlow switch pe tov controller. Méoa and avt ™ demoen, o controller pvOuilet
Ko draryepiletan to switch, déyeton events omd avtod kot GTEAVEL TOKETO LECH AVTOD.
To switch mpémel va. apyIKoTooEL TNV ETKOIWVOVIN HECH TOV OOPOUAOVE KOVOALOD
(Secure Channel), Eexvavtag pio chvodo (session) mpog pia. IP dievbvvon ko port. H
EMKOIVOVIOL LT OV LIOKELTAL GE OUOTKAGIN TNG AVTIOTOIYIONG LE TIG EYYPAPES TOV
switch. ‘Etot, éva switch npénel va eivan o 0éon va Egxmpilet TV vwdAOTN SIKTLOKY|
Kivnon mpokeévon va Eektvioest Ty avtuapaforn pe to flow table.

O diawiog viomoteiton péom pag cvvodov Transport Layer Security, Tpoc@époviog
KpurToypapnuévn emkowvavia. Onog avaeépnke, 1 6Ovodog eykabidpveTar and to
switch kot mpaypatonoleitar  ovvdeon oty TCP port mov avapéver o controller
(cvvnBwg omv 6633). Ev ovveyxeilo, n xdbe mievpd pmoivel ot dwdikacio
TGTOTOINONG TOV €TO{POV GUUPBOAAOUEVOD, HECH TNG OVTOAANYNG TMIGTOTOWTIKMV
VILOYEYPAUUEVOV OO L 0PYT|] TLGTOTOINGTC.

Ocov apopd to. unvopato mov avtaAAdocoovtal, T0 TPMTOKOALO vrootnpilel TPELS
SPOPETIKODG TOTOVE UNvLpdtev, O0mov kdbe TOTOG €xel vmokatnyopieg mov Oa
avaALOoVV TEPUTEPM:

e Controller — to — switch: Zté\vovtat a6 tov controller kot ypnoonotovvon
Yo, VoL StayEptotovy M embempnoovy o sSwitch kotd dueco tpodmo.

e Asynchronous: Eekwvoov oamd 1o SWitch pe otéyo v evnuépwon tov
controller gite ya yeyovota tov SIKTOOV, EITE Y10 GAAAYEC GTNV KOTACTOOT TOV
dKTVOVL.

e Symmetric: [Tpoépyovton gite and tov controller ite and to switch, ympic va
To, (NTNOEL GLYKEKPIUEVO 1) GAAT TAELPAL.

Controller-to-switch

Ta pnvopoto arnootélhovior amd tov controller kou umopel va mepyévouy i Oyt
amdvtnon amd to switch:
e Features: Katd v gykadidpvon g ocvuvodov, o controller stédvel oo switch
éva uMvopo mov (ntel ta yapakmpilotikd mov vrootnpilet (features request),
o010 omoio amavtdel v ocvveyeio. To SWitch mapéyoviog v Alota pe ovtd
(features reply).
e Configuration: O controller éyet v dvvatdmra va mpoPei oe pHduion TV
TOPaUETpOV oL SWitch, 1 va (nmoel mAnpogopiec oyetikd pe TG MoN
vdpyovceg pubuioces.
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Modify — State: Xpnowonoteital yio v dwayeipton g Katdotaonsg tov
switch. Kvplog 616x0¢ tov €ivon 1 mpocbnkn, dtoypoen 1 Tpomonoinon tov
EYYPOUPAOV TOV TivaKa pong, K¢ kot 1 puduon 1010t)TeV TV POrts.

Read — State: Xpnowonotgital yio TNV GLAAOYN GTOTIGTIKOV OESOUEVOV OO
TOVG TVOKEG PONG, TIC BVPES KOl GUYKEKPIUEVEG EYYPAUPES.

Send — Packet: Xpnoyomotgitor yioo TV anocToOA TOKETOV EE® OmO Ml
ovykekpuévn Bvpa tov switch, ympic avaykaotikd va gykadiotatol KAmolog
KOVOVOG GTOV TTivako Tov Switch.

Barrier: Xpnowomotweiton €ite yio va PePowbei mog ot eapthoelg
TPONYOOUEVOV UNVORATOV €xouv oAoKANpwOel mpv amd v emelepyacia
EMOUEVMV, EITE Y10 TNV ANYN EI00TOMGEDV Y10, OAOKANPOUEVES EVEPYELES.

Asynchronous

To unvopata arootéAlovtor and ta switches ywpig va {ntd pntd o controller. Kvpimg

yopifoviar 6Tovg akdAoVOOLG TOTTOLG:

Packet — In: Olo ta mokéto to omoio dev Umopovv va avtietorynfovv og
KOO0 €YYPOPT], TPOKUAOVY TNV 00GTOAN €vOC yeyovotog Packet-in. Edv to
switch dwféter emapkn Swbéowun pvaun otov buffer dote va kpatnoet
TPOCWPLVE TO TOKETO, TOTE TO UNVLLO TEPIAAUPAVEL EVOL TUNLO TOV TOKETOL
(amd mpoemhoyn ta Tpdta 128 bytes) kabdc kat o oavayvopioTiKy T 6Tov
buffer. Xe nepintowon pun vrootHPENg ™G TPOCWPIVIC amobnkevong M un
EMOPKOVG LVIAUNG, OTEAVETAL OAOKANPO TO TOKETO.

Flow — Removed: Katd v mpocOnkn pog eyypogng otov mivake pong Tov
switch amo tov controller, vdpyovv dvo medion oYeTIKA pe TNV CWTOHOTY
apaipeon g Ocov aeopd 10 TPOTO, HETE OMO MO0 YPOVIKO OLUCTN O
adpavetog (soft timeout), onAad| kapiog aviloTolylon TOKETOV HE OULTA, 1
eyypan aparpeitar. To de0tEpO TPOGol0piletl LETE amd TO10 YPOVIKO SLAGTNUO
0o apapedel yopic va ypnoomombei kdamoo dAro kpurfplo (hard timeout).
Yty eyypaon| eniong vrdapyet pia onpaio (flag) n omoia opiler edv N apaipeon
TPEMEL VoL TTPOKOAEGEL TNV omooTtoAn unvopatog Flow—Removed otov
controller.

Port — status: Eivatl avapevopevo and to switch va otélvel té€tota unvopata
Katd v aAloyn ¢ katdotaong o€ éva port. Tapadeiypatog ydptv Adyw
gvepyomoinong/anevepyonoinong amd €vav ypnotn, 1 dAAoy®dvV Omwg VTG
opilovtor 610 spanning tree protocol.

Error: Xpnowomowovvtar ywo. v evnuépmon tov controller yw toyov
CQAALOTO TTOV OVTILETOTICONKOV.
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Symmetric

Mnvouata mov otélvovtal kat omd to switch kot and tov controller.

e Hello: Avtaldocovtal avapeso oto switch kot tov controller kotd v
eKKivnon TG cLVOESTG TOVC.

e Echo: Mnvouata echo request mov otélvovtar gite amd to Switch eite and tov
controller ko Tepuévovy éva. echo reply og andvinon. Xpnoyomolobviatl cov
deikteg vy latency/bandwidth, omwg emiong wkar Yy emPefoiovon ™G
AKEPALOTNTOG TNG CVUVOEST|G.

e Vendor: AmoteAoVv £éva. TPOTO VLAOTOINONG TEPAITEP®  YPNOTIKOTNTOG
(avardymg Tov vendor) evtdog tov OpenFlow npwtokoAlov.

Emkowaovia Switch - Controller

Ortav dnpovpyeitan pio ovvoeon OpenFlow, kébe dxpo g emkowvoviag Tpémet va.
oteilet éva ppvopo OFPT_HELLO pe to €idog g ékdoomng OpenFlow kabopiopévo
070 LYNAOTEPO dLVATO TOL UIopeEl Vo vTooTNpiEet 0 amoostoAéac. Katd v mapaiafin
0 TTOPOANTTNG UTOPEL VO VTTOAOYIGEL TNV £Kd00T Tp®TOoKOAAOL OpenFlow ét61 dote va
gwvat 1 LIKpOTEPN OLVOTN OVALESH GE OVTH OV GTAAONKE Kol Tapadodnke. Edqv
SLTPOYHOTELOUEVT] £€KO0CT] VTTOGTNPILETOL OO TOV TOPOANTT, TOTE 1N CLVOEON
onpovpyeitat. AAMMG o TapaAnmng npénet va anavinoet pe unvopo OFTP_ERROR
ue to type field vo givar OFPT_HELLO_FAILED, to code field va eivou
OFPHFC_COMPATIBLE, mpoapetikd pa cvpforoceipd oe ASCII mov va e&nyet
TN GLVEPT KoL TEAOG TTPEMEL VAL TEPUATIOTEL 1) GHVOEDT).

Awkom emkowvmviag pe tov controller

Orav éva switch ydoet v eniowvavia pe tov controller, gite Adym echo request time
out, eite Aoym TLS session timeout, &ite yio kmotov GAA0 Adyo, TPEmEL va TpooTadnoet
emkovovia pe évav N meptocdtepovg epedpikod controllers. Edv petd amo évav
oLYKeEKPLUEVO aplBpd mpoomabeidv tov switch vo emikowvwvioel pe tov controller
amotdyovv, To Switch pmoaiver oe «emergency mode» kot kdver reset ce OAeg TIG
ouvdéoelc TCP. Xe avt) v Kotdotacrn Asttovpyiag 1 Sadikocio TOPLAGHOTOC
ToKETOV yiveton pe faon To emergency entries tov mivaka pong (awtd to omoia £xovv
onuewwbel ue emergency bit 6tav mpootibevion oto switch). Ta dAlia entries
dwaypdopovton dtav to switch pmaiver oe emergency mode. Otav Eavacvvoéetal to
switch otov controller ta emergency flow entries napapévovv kat o controller £xet tnv
emoyn va ta dypayel av dev ta xpeldletar. Tnv mpdT) @opd mov to Switch
gvepyomoleiton eival o€ emergency mode kot 1 TopapETPOTOINGT| TV TPOETIAEYUEVDV
flow entries ewvai €€ amo to medio Tov TpwWTOKOAAOL Openflow.

Kpvatoypaepnon

To switch ko o controller emikowvwvovy péocw pog ovvdoeong TLS. H TLS oovdeon
dnpovpyeitan amo to Switch katd v ekxivinon mpog tov controller o omoiog axovel
npoemieyuéva otnv TCP ndpta 6633.
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2.4 Openflow 1.1.0

Group Tables

[T éov 1o switch amoteleitar amo evav mivoko opddag (group table) xot évav 7
neplocotepovg mivakeg pong (flow tables) kot éva acparéc kavair emkowvoviag. H
AVTIOTOT 10T TAKETOV EEKIVAL LLE TOV TPATO TIVOKO POT|G Kol GUVEYILEL GTOVG ETOUEVOLG.
Av Bpebel avtiotolyion oe Kamown €yypaen Tov mivakae pong tote gpappdlovrar ot
evépyeléc Tov. Av dev PBpebel 1ote to TL Ba yiver e€epTdTon oo TNV TOPAUETPOTOINGN
ToVv Switch: pmopei 1o mokéto va mpowdnOei otov controller péow tov kavoiiov
OpenFlow, va amoppipbei 1) va yivel mpoordbeia va avtiototyfel pe Kamoto eyypopn
TOV EMOPEVOL Tivake, pong pe v evtodn Goto. Ot mivaxeg pong tov switch eivot
apOunuévor ceplaxd Eektvovtog amo o 0 Kou évag mivakog pong pmopel va oteidet
£vo TOKETO € TTivako LLe VOOIEPO LEYOADTEPO Ao TO J1KO ToL. [TpoPavdg ot eyypapéc
oTov Tehevtaio mivaka dgv €xovv v evioAn Goto. H cwAifvmon (pipeline) eivar 1
TEYVIKY] 1 OTolo. YPNGULOTOLEITOL TPOKEIUEVOL TAL TOKETO VO TEPAGOLV UETAED
SPOPETIKOV TIVAK®V TPOKEWWEVOL VO, OvVTIGTO 00UV Kot €miong divouv
duvaTOTNTO Vo LETAPEPETOL TANPOPOPia LETAED TOV JUPOPETIKOV TIVAK®OV WE TN
nopo1 metadata.

O mivaxag opddog (Group Table) mepiiapfaver ta e&ng:

| Group Identifier | GroupType |  Counters | Action Buckets

e Group ldentifier: "Evag un npoonuacuévog aképatog aptOpog urikovg 32 bits,
0 0mo010¢ TPoGd10pilel To KAOE group pe pLovadkod Tpomo.

e Group Type: IIpocdiopilet Tov THTO TOL group. o avaivbody avaALTIKOTEPA
TEPULTEP®.

e Counters: Metpntég, ot omoiot avavedvovtar kKdbe @opd mov éva makéTo
eneEepydleTon amd o avticToryo group.

e Action Buckets: M dwtetaypévn Alota, amd doyeio pe evépyeleg (action
buckets). To kaBe doyeio mepiéyetl Eva GHVOAO EVEPYEIDY TOV EKTEAOVVTOL KATA
v eneéepyocio, KaBMG KO TIC OYETIKEG LE TIG EVEPYELES VTEG TAPAUETPOVG,.
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OpenFlow Switch

Packet +
Ingress 1
Packet 9 — ingress pgn + Execule Packet
In metadata Packet | - ] Out
— o T Ly . ) Table PEEEL T ction

) 1 n Action | o :
Action Set et

setl 1 % oL :

(a) Packets are matched against multiple tables in the pipeline

@ Find highest-priority matching flow entry

Match fields: e (2) Mateh fields: (@ Apply instructions:
mg:fi:;;zn: -1° = '"n?';:z:tzn: i. Modify packet & update match fields
pkt hrs Flow Pk hdrs (apply actions instruction)
) Table ) ii. Update action set (clear actions and/or
Action set Action set _

write actions instructions)

E—— (1) > (3) Update metadata

(@ Send match data and action set to
next table

Packet flow through the processing pipeline, mnyn [5]

21 ovvéyewa opilovtar ot dtapopeTikoi THmor Groups:

e all: Extéheon 6hwv twv Action Buckets mov opifovtat oto avtictoyo medio.
Av1td to group ypnowonoteiton yio tpoddnon mokétwv, multicast v broadcast.
To mokéto mpoktikd avtiypdpetar ywo. kébe bucket ko o avtiypaga

eneEepyalovrol and to avtiotoryo bucket.

o select: Extéheon evog Action Bucket. Ta mokéta katevbivovior og €va
povadiko bucket tov Group, Baon evog adyopiBuov emthoyng mov vroloyileton
amd 1o B0 1o switch. Evdeiktikd mapadeiypata givor n ypfion cvvaptnong
Katakepuatiopob o€ otoyeio tov OpenFlow match mov mpocdiopileton amod
TOV ¥pHoTN, 1| oA e@apuoyn tov adyopibuov round robin. Inueidvetol Tmg

OAec o1 pubpuicelg eivon eEwtepikég og Tpog to TpwTokoArlo OpenFlow.

e indirect: Extéleon tov povadikod Action Bucket mov givor opiopévo o avtd
1o Group. To mopandve emTPENEL G TOAMMATALS EYYPUPES VO, YPTCLLOTOLOVY
éva koo avayvoplotikd (Group Identifier), yio tnv ektéleon evog Action Set
(mopaderypo emdpevo Prpo oe Tpowbnon IP). Avtdg o Tomog eivar oty mpdén
navopotdtunog pe évav all, otov omoio ivar opiopévo pdvo Eva Action bucket.

e fast failover: Extéleon tov mpmdtov evepyov Bucket. Kabe action bucket givan
OLVOEDEUEVO LE EVOL GLYKEKPILEVO POIT 1| Ko group mov eAEYYEL TV KATAGTOON

tov bucket. Avtdg o tOmog emitpéner oto Switch vo oAraler tov tpdTO

TpomOnong ywpig va amarteitonl kdmola evépyeta amd Tov controller.
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Eyypagég (Flow Entries)

Match fields

Counters

Instructions

[T éov e Tig véeg evTolég umopolv va yivouv aldayéc oto action set 1) ot dwadikacia,

COANVOCNG.

Avtietoiyion (Matching)

[TAéov T medio ota omoia avtiotoryileton éva makéTo gival ta yvootd 12 amo v
wponyovuevn €kdoom, aAld mpootibevtor TAéov kot yio. metadata, MPLS label o
MPLS traffic class kot étot omd 12 yivovtou 15.

Initialize Match Fields
Use input port, Ethernet

source, destination, and ves
type from packet;
initialize all others to
zero, move to the next
header
no
Is the next Use VLAN ID and
header a VLAN PCP. Use Eth type Skip over
tag? following last VLAN = remaining VLAN
(Ethartype = 0x8100 hdr for next Eth tags
or Ox3B8aB87) type check
b e Is the next
085 SWILC header an MPLS Skip remaining
support MPLS <him header? Use MPLS 0! Lol MPLS shim
processing? (Ethertyps = 0x2847 e headers
or Ox88487)
v
Is the next Use IP source,
Does swilch header an ARP destination, and
support ARP header? ARP opcode
processing? {Ethartypa = from within ARP
0x08087) packet
Vv -
Is the next Use UDP/
Use IP source,
header an I destination, L Not IP IP Proto = e
header? protocol, and ik Fragment? 6,17 or 1327 source and - —
(Ethartyps = ToS fields destination for
(m08007) L4 fields
_ Use ICMP
1P P.Il?,m - type and code [
) for L4 fields
Packet Lookup
v, Use assigned -t
header figlds
—

Adrypappo pofig yuo avtictoiyion o€ évo, Flow Table, ainyn [5].
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Packet In
Start at table 0

Update counters
Yos Execute instructions: Goto-
+ update action set ——» Table n?
- update packet/match set fields
- update metadata
No
Based on table configuration, do one: Execute action
+ send to controller set

« drop
+ continue to next table

Avtietoiyion pe molanid Flow Tables, nyn [5].

Merpnréc-Counters

'Id101 pe tov OpenFlow 1.0.0, pe emrpd60£T0VE TOVG ENOUEVOVE:

Counter Bits

Per Group
Reference Count (flow entries) 32
Packet Count 64
Byte Count 64

Per Bucket
Packet Count 64
Byte Count 64

Evépyeaieg (Actions)

e Ymoypotikn evépyero (required action) — Output: Towo pe v avtictoym
Forward tov OpenFlow 1.0.0

o IlpoarpeTikni evépyern (optional action) — Output: 1o pe v avrtictoyn
Forward tov OpenFlow 1.0.0.

o Ilpoarpetikn evépysra — Set-Queue: Towa pe tv Enqueue tov OpenFlow 1.0.0

e  Ymoypeotukn evépyewa — Drop: Idwa pe v Drop tov OpenFlow 1.0.0

o Ymoyxpeotikn evépyswo — Group: Emelepyocio tov makétov HEG® TOV
ovykekpipévov group. To g Ba epunvevtel avtod, e£optdtan oo Tov THTO TOV

group.
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o Ilpoapetikny evépyewn — Push-Tag/Pop-Tag: Ta switch umopei vo
vrootpiCovv 1 dvvatotnta va Palovv Pydalovv etkéteg VLAN kot MPLS.
Push/Pop MPLS headers kot Push/Pop VLAN headers.

H cepd tov emkepaMowv/etiket®v ivor 1 €€Ng:

| Ethernet | VLAN | MPLS | ARP/IP | TCP/UDP/SCTP(IP-only) |

[Mpoarpetikég evépyeteg: Set-Filed. 18w pe ™ Modify Filed tov 1.0.0 pe v mpocOfkn
Kol TPOGOHETMOV EVEPYELDV.

e T MPLS. Set MPLS label. Set MPLS traffic class. Set MPLS TTL.
Decrement MPLS TTL.

e Set IPV4 ECN bits.

e T TTL (extog MPLS). Set IPv4 TTL. Decrement IPv4 TTL. Copy TTL
outwards. Copy TTL inwards.

Awkom emkowveviag pe tov controller

[MAéov €6 divetar 1 duvototnTo Oty yabel n emtkowvovia pe tov controller to switch
Vo uopel vaL UTEL € dVO OLPOPETIKES KOTAGTAGELS AetTovpyiag ot omoieg kabopilovron
aIT0 TNV EKAOTOTE TaPaUETpOTOinot| Tov, v «fail secure modex» i) v «fail standalone
mode». Ztnv «fail secure» Aertovpyio n povn alhayn otn Aettovpyia tov switch givon
oti Ta ToKETA Ko To, pnvopato wov wpoopilovral mpog tov controller amo tov omoio
1GOnke N emkowwvia, amoppintovral. Xtnv «fail standalone» Aertovpyia To switch
enelepyaleton To mokéTo cav va ivarl kKAaowod, un openflow enabled switch 7 router.

2.5 Openflow 1.2.0

[TpocBétel v vrootpién yia IPV6. ITAéov o OpenFlow 1.2 kéver matching yia IPV6
source address, destination address, protocol number, traffic class, ICMPV6 type,
ICMPV6 code, ICMPV6 neighbour discovery header fields kot égovue IPV6 mivakeg
pong. Emumhéov pmopel kdamolog va mpoekteivel TIG SLVATOTNTES OVTIGTOLYIONG,
npocbétovtog kot aAAa media ylo taiplacpua, g doung type-length-value (TLV) kot
avty M dvvarotnte ovopdletol enektdoyo taiplacpa tov OpenFlow (OpenFlow
Extensible Match - OXM). Emiong diveton n dvvatdtmra oe éva Switch va eivon
ovvdedepévo oe Tapamndve omo évav controller. To switch Eexwvd t obvdeon kot ot
controllers anodéyovta tig cvuvdéoels. 'Evag controller Oempeitar master ko eivor owtdg
nov mpoypoppatiCel To switch kot ot dAlot slaves. 'Etol o€ nepintoon PAAPNG, mov o
master Byetl ektdg ovvdeonc, umopei kamolog aidog controller amo tovg slaves va yivet
master kot €161 va £xovpe avénuévn aglomotio. Emiong otig evépyeteg, vapyet TAéov

Eeymplotn evépyela yio. va Kavelg kamotog odlayn oto TTL tov makétov (Change-
TTL).
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2.6 Openflow 1.3.0

Kvopwétepeg arhayéc-mpocOikes oto Openflow 1.3.0

Table-miss flow entries.

KdéBe mivakag pong mpémel vo vrootnpilel pa eyypaen aotoyiog mivaka (table-miss
flow entry) yia va ene€epydleton Tic actoyieg makétwv otov mivaka pong. To table-
miss entry kaBopilel nodg Oa enelepyactovv To TAKETA G TEPITTWOT TOV OEV VIAPEEL
KOG 0VTIGTOLYI0L GTOV GLYKEKPUEVO VoK Kot iopet Yo Tapdderypo vo oteidet ta
nakéta otov controller, va ta amoppiyel | va to oteilel og kdmolov Ao mivaka. To
table-miss flow entries £yovv 6la ta media acvumAfpota (wildcards) kot égovv v
eMdiyot mpotepaiotnrta (0). Emiong ocvumepipépovior cav KAUCIKES £YYPAPES: OEV
VOIOTOVTIOL €K TOV TPOTEP®V G€ Evav Tivoka pong kot o controller pmopei va to
TPocHECEL N| VAL TAL APOLPECEL OTOLAONTTOTE CTUYLLY.

Metpntéc poijg (Meters)

IM\éov ewodyston kou évog mivakag pe petpntég porg (Meter Table). ‘Evo tétotog
nivakag, amaptiletal amd ovtiotoryes eyypapéc (meter entries) ov omoieg opilovv
peTpnTéG Yo Kébe pon, divovtag Ty duvatdTnTo VAOTOINGNG ATA®Y 1| GLVOETOTEPOV
evepyeldv dwopdiong mowotntag (Quality of Service), émog yio mapdderypo o
TEPLOPIGUOG TNG pong Kivnong (rate limiting). KOs tétotoc deiktng petpd to pubuo
petadoons mokétwv mov €£xel avatebel oe avtdv, emTPEMOVIOG TOV EAEYYO TNG
tayvTog. Emonuaivetor mog or petpntég pomng, eivar cuvoedepuévol angvbeiog e
eyypagés, oe avtiBeon pe tig ovpéc (Queues) mov eivar cuvoedeuéveg pe BOpeg.
OmoladnmoTE £YYPOQT UIToPEl va. 0picel cuvOgoT Lie Kamoto meter, uéow tov instruction
set c. Emiong a&ilel va onpelmbel mog Evag Letpntig pong EAEYYEL TV GLVOAIKT poT),
amd OAEC TIC €YYPAQES OV eivan cvvoedepueveg pe avtdv. Ocov agpopd v yprion
TOALOTADV LETPNTOV GTOV 1010 Tivako pomng, KATL TETO0 €ival ePIKTO aAAd OxL Yo
OLLPOPETIKOVG HETPNTEG OTIS 101EG €yYpapéc. Q0TOGO UTOpPOVV v QapUochovv
TOALOTTAOL HETPNTEG OTIC 101EC POEG MOKETWV GE SLUPOPETIKOVS SOdOYIKOVG TTIVOIKES
poric.

KdaBe gyypaon tov mivaka petpntov amaptiCetor omnd:

Meter Identifier\ Meter Bands ] Counters

e Meter identifier: "Evag pun mpoonuacuévog axépailog aplfudg pixovg 32 bits,
0 0m010¢ TPOGO10PILEL LOVAOIKA TV KAOE YYpap.

e Meter bands: Mia un dwtetaypévn Aioto and pmavieg petpntov (meter
bands), 6mov 1 kabepio 0pilel To OPLO TNG UTAVTOG KOL TOV TPOTO EXEEEPYAGTOG
TOV TAKETOV TOV EUTIMTOVV GE AVTES.
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e Counters: Metpntég (counters &yr meters), mov ovovedvovtol Otav
eneepydlovTol TakETo oo TOV OVTIGTOLYO LETPNTY.

Meter Bands

Ka0e petpnic umopel va £xet pio  TEPIocOTEPES UTAVTEG. ZNUEIDVETOL TOS TO TOKETO,
eneEepydlovion amd pio povo pmavta, Baon g tpéyovcag TG e pons. O petpntig
eQapUOLEL TNV UTAVTO LLE TNV LVYNAOTEPT TIUN POTNG TOKETWV 1| OToia T OUmG ivat
YOUNAOTEPT amd TNV TPEYOLGA POT|. L& TEPIMTMOOT TOV OEV LILAPYEL UTAVTO UE OVTES
T1g TPoUTOOEGELS, dev epapudleTar Kapia.

Kabe pravra £yxel og avayvopioTikd Ty por 6TnV 0moio EVIAGGETOL Kot amapTileTon
ano:

Band Type Rate Counters Type specific
arguments

e Band type: Opilet tov tpomo eneepyasiog TOV TOKETOL amd AVTN TN UITAVTOL
(drop, dscp remark).

o Rate: Xpnoyonoteitar amd Tov LETPNTY| Y10 VO ETIAEEEL TNV OVTIOTOLYN HUTAVTA,
opilet o yapunAdTEPO TPEYWOV PLOUOG LETAOOONG TTAV® AIO TOV 0TTOi0 Hopel vol
epapuoletor  avticToryn Urdva.

e Counters: Avoavedvovtotl Katd TNV eneEepyosio EVOg TAKETOL Ao TNV UTAVTOL.

e Type specific arguments: ITpoécBetor TapdpeTpot Tov band type.

Merpntéc (Counters)

[TAéov pe Bdon ta amondve TPooTiBeVTaL Kot LETPNTEG TOV APOPOVV TOVG LETPNTEG KOl
TIG UTAVTES, EMTPOGHETA OO TIG TPONYOVUEVES EKOOGELS:

Counter Bits
Per Meter
Flow Count 32
Input Packet Count 64
Input Byte Count 64
Duration (seconds) 32
Duration (nanoseconds) 32
Per Meter Band
In Band Packet Count 64
In Band Byte Count 64
Evépyereg (Actions)

[T éov éyovue mpoobnkn otic evépyeleg: Push-Tag/Pop-Tag péxpt tdpa ftav yio
VLAN kot MPLS headers ka1 tAéov mpootibeton ko PBB headers.
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2.7 Openflow 1.4.0

Kvopwétepeg arhayéc-mpocdikes oto Openflow 1.4.0

Aéopeg (bundles)

Ov déopeg eivar évog UNYoviopog o omoiog opodomolel €va cOVOAO PMVUUATOV
OpenFlow og pio ovtotnta. Ot dEcEg PmopovV va, extteAobV dV0 Aettovpyiec. H mpdtn
givor vo, opadomolovv cuoyeTILOUEVES TPOTOTOMGELS KaTAoTOoNS 08 £va, SWitch, étot
wote vo gpappolovtor gite Oleg ot tpomomoelg eite  kopio. Etor av kdmow
TPOTOTOING™ AMOTOYEL VO EQPAPUOCTEL VO QOTVYYAVOLY Ko OAeg ot vmorowmes. H
devtepn Asrtovpyia eivar va cuyypovifovtar KaAdtepa ot aAlayég o€ Eva cHVOLO ad
OpenFlow switches. Ot 6éopeg UmopovV Vo, TPOETOWAGTOVV Kal VO, EXKLP®OOVV o€
KaBe switch kot va gpoppootodv 0Aeg TV 1010 otrypn. Otav évag controller 6éket va
npocbécel o déoun oe éva switch, otélver éva OFPBCT_OPEN_REQUEST
puMvopa yuo va ovoi&et pua déoun o€ éva SWitch ko petd tpocbétel ta umvopata ot
déoun évo-éva. Edv 1o v-10010 pnvopo amotdyel, to Switch Oa evnuepmoet tov
controller pe éva ppvopo AdBovg kat tote o controller Ba avoAddpet tov poro va ddoet
evtoln oto switch va amoppiyet Tnv 6éoun poli pe To UnvOopoTo TOL TEPLEYEL.

Yuyypovicpévol mivakes porg (Synchronized Tables)

Ot mivakeg porg LtopobV Vo GLYYPOVIGTOVV KoL TTPOg TIS 000 KaTeLOHVGELS 1) TTPOG Hia
katevBuvon. ['a kdOe cuyypovilopevo mivaka, pio 110TNTE TOV TIVOKA TEPLYPAPEL TOV
nivako amd tov onoio cvyypoviletar o ekdotote mivakag pone. Edv o cuypoviopds
elval kol wpog Tig dVvo KatevBhvoelg TOTE o1 aAloyEC ol omoieg yivovtor amd tov
controller otnv vd GLYYPOVIGUO EYYPOEN TPETEL VO aVTIKATOTTPILOVTOL KoL GTNV
apykn eyypaen. Ot cuyypoviopevol mivakeg pong ekPAovVToL ¥PTGLLOTOIOVTOS Lo
ovykekpipévn wiodtta tov wivaxoe, v OFPTFPT_TABLE_SYNC_FROM, n omoia
Onm¢ 0ev kaBopilel TV OVTIGTOLYIOT LETATPOTN GTOVS TIVOKES POTC.

Iwtnteg OnTik@v Bupdv (Optical Port Properties)

[T éov to TLV &yxet exouyypoviotel akopa teptocdtepo and v ékdocn tov OpenFlow
1.2.0 xou elvar moAd mo emektaoyo. Koawovpia TLV €yovv mpootebel otic
TPOTYOVUEVES SOUEG LE TN HOPPT] WOOTNTOV 6TO TEAOG TG doung. ['a mopdderypa ot
doun v Tig Bvpeg, Exovpe mPosHNKN WO1OTTOC TEPYPAPNG, 1OOTNTOS CTOTICTIKMV
KOl HETOTPOTNG NG BVpoc. Avdapesa oTig dopés Bupdv éva vEo GUVOAO 1310THTMOV
Bupav Tpootédnke, e okond TV LTOGTNPIEN OTTTIK®V BuP®OV. AVTEG 01 VEEC 1010TNTEG
umopel vo. ypnoyomombovv yio ™ dapdpemon gite ontikdv Bupdv Ethernet eite
OTTIKAOV Bupdv petaywyémv KukA®patog. Me v onttiky] Bupa pmopet va epappootel
oto SDN Fiber Channel over Ethernet (FCOE), n omoio teyvoloyior evBvAakdver
mAaiolo Fiber Channel tavo omo Ethernet diktvo.
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Aoaipeon Tov flow entries petd ™ dwaypaen Tov peTpnTi.

Méypt topa eyypaéc daypdoovtav ano to flow table site pe evrodr tov controller,
eite emedn Anye o xpdvog datipnong g eyypapnc oto switch. ITiéov dtav évag
uetpntng pong (meter) Swypdgetor amo to Switch, 6ia ta flow entries mov
YPNOUOTOLOVV TOV LETPNTY], OLLYPAPOVTOL KO OVTAL.

YUVOnNTIKG EMAPOcOeTES aAhOYES

Néot unyaviopot yia tnv vroompién ToAAdV ereyktav. [To meprypagikoi Adyot yio 1o
packet-in event. PBB UCA nedio emkepaiidog. AMayr mpoeniryepévng TCP Bbpag
amd 6633 oe 6653. Néot KOOKES Yoo GOAALOTOL.

2.8 Openflow 1.5.0
Kvpwétepeg arrayic-tpocsOikes oto Openflow 1.5.0

Egress Tables

211c TponyoOUEVEG EKOOGELS, OAN M emeCepyacia YvoTay 6To TAAIGLO TG EIGEPYOUEVNC
O00pag. H éxdoon 1.5 ewodyer tovg egress mivakeg, divoviag tnv dvvordtmta 1M
eneepyacia va yivel ota mAaicla g e&epyopevng 00pag. H dradwacio coinvoong
(pipeline) yivetar TAéov oe dVo otddia, TNV eneepyacia 16000V Kot E6G0L (ingress
processing-egress processing). O d1o®piopdg v 300 6TadimV VITOJEIKVIETL OO TOV
TpaOTo Tivako egress. OAol ot mivakeg pe aplBud UKpOTEPO Amd TOV TPAOTO TIVAKO
egress ypNoOTOOVVTOL ®G TIVOKEG INGress Kot Kovévog mivakag pe aptdpo
HeYOADTEPO 1 100 amd ToV TPdTO TivoKaTo egress oev pmopei vo ypnoiporombel g
ingress table. H diadwacio g coinvonong Eekva pe v eicepyopevn eneepyacio
tov tpidTov flow table. To maxéto Ba mpémel vo avtiotoyybei og kdmolo omd ta flow
entries tov wivaka 0. AAAol wivakeg INGress pmopet va ypnoioron0ovyv avarloya e to
OmOTEAECUO, TNG OVTIOTOlYIoMG TOL TP®TOL 7ivoka. Edv 1o omotéleopo g
eneEepyaciog 16000v givar va TtpomOnbel 1o Takéta og kdmoa amd T BOpeg eGS0V,
10 OpenFlow switch pmopei va Tpayuatonomoet eneéepyocio e£660v oTo TAICOL TG
Ovpag e£660v. H eneepyacia e£6dov eivan mpoarpetiky, Eva switch pmopei vo unv
vrootnpilel kaBoAov egress tables. Edv dev vrdapyetr egress table tote 1o moxéto
npombeitan € amd to switch. Edv vrmapyer egress table, to maxéto mpémer va
avTioTto Bl Le TIG €YYPOUPES aLTOD TOV TVAKO KOl UTOPEL Vo XPEWIGTOVY Kot GAAN
egress tables, avaloya pe t0 AmOTEAEGLO, TG AVTIGTOLYIONG.
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Packet Ingress processing Packet +
In Set pipeline fields
Ingress (ingress port,
Inaress Port | Flow Flow mefadata_) | Flow Execute @
= P Table [—> Table —>+==—>{ Table —>| Action [t P
Port . . Table
Action 0 1 Action n Set
Set={} Set
Egress processing Packet + Packet
Set pipeline fields
Output (output port, Qut
Port | Flow Flow metadata )| Flow Execute Outout
—— Table —> Table —>===—> Table Action . P
. . Port
Action e e+l Action| etm Set
Set= Set
{output} e = first egress table-id

H pon tov makétov péca amd ) dwdikacio cornvoong, tnyn [6].

Packet Type aware pipeline

Y& OAEG TIC PO YOUUEVES £KOOOELS, OO T TakéTa Empene va nTav Ethernet. ITiéov n
ékdoon 1.5 diver ) dvvatdmra kou o€ AAAa oM Takétwv, onwg PPP takéta. ‘Eva véo
nedio OXM coilnvoong yopakpilel o gidoc tov makétov. Eniong to medio ywo to
€idog Tov makéTov pumopei va ypnoworombet oe packet-in kou packet-out unvopora,
Y10 VO YOPOKTNPIGEL TO €100 TOL «POPTIOLY TOV PUETOPEPETOL ATTO CVTA TOL UNVOLLOLTOL.

Extensible Flow entry Statistics

Ewsdyovrar mAéov to. Openflow eXtensible Statistics (OXS) yia va kwdikomotjcovy ta
OTATIOTIKA TV gyypapmv. [leptiappdvovyv media Ommg: diapkeln eyypaens, TAn0og
eyypapmv, TAn0oc takétwv, TAn0og amo bytes. Eicdyetatl véo otatioTikd eyypapmv,
1o flow idle time. Exiong nAéov ypnoponoteitar 1o OXS og kdbe gidovg pvopo mov
TEPLOUPAVEL OTATIOTIKA EYYPAPDOV.

Flow Entry Statistics Trigger

[T éov ta otatiotikd dgv otélvovtal cuvéyela otov controller oadhd dtav vdpyovv
Kdmola Opla aplBpov otatoTiK®V TOTE oTéAvotal oo poali. ‘Eyxovue véa evtoAn
OFPIT_STAT _TRIGGER vy va «kabopicet évo GOVOAO GTATIOTIKGOV Opi®V
xpnoonoiwvrag to OXS.

Copy Field action

H vrdpyovoa Set-Field evépyesia emtpénet va 0<oeig to medio g emkePoAidag 1 10
nedio coMveoong e po otatikn Tiun. [Aéov to Copy-Field divel t dvvatodtta va,
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avTIypAYEL KATO0G TNV T amd €va Tedio emKEQUAMOAG N TESI0 COAVMOONG GE Hio
GAAN emike@aiida N medio coinvoone. Néa evtoan OFPAT_COPY _FIELD bivel
JUVATOTNTO VAL OVTLYPOPOVV TILEG OVAUESH GE TTEdiaL.

TCP flags Matching

[T éov umopovue va éyovpe avtiotoiyion ota tep flags SYN, ACK kot FIN kot pmopet
va ypnoponomOel yio vo evromotel ) apyn kot to téhog pag TCP odvdeong.

YVvVonTTIKA EMAPOcOeTES aAAOYEG

Packet register pipeline fields. Group command for selective bucket operation. Allow
set field to set metadata field. Allow wildcard to be used in set-field action. Scheduled
Bundles. Controller connection status. Meter actions. Enable setting all pipeline fields
in packet-out. Port properties for pipeline fields. Port property for recirculation. Clarify
and improve barrier. Always generate port status on port config change. Make all
experimenter OXM-IDs 64 bits. Unified requests for groups, port and queue multiparts.
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OpenFlow Eigyktéc (OpenFlow Controllers)

Onwg yvopifovue oto OpenFlow vrapyet dtaymprouds avapesao oto Control ko Data
Plane. Ed® 0o aoyoinbovpe pe to control plane. O controller givot kotd kdmolo tpdmo
TO AEITOVPYIKO GUGTNO TOV SIKTOHOL Kol EXEL TNV TANPN EXOTTEIN TOV.

2.9 Ryu Controller

Eivou controller avotytov kddike ypappuévog oe Python. Ymootmpiler tic ekdooelg
OpenFlow 1.0, 1.1, 1.2, 1.3, 1.4, 1.5 ko t1g enektdoelg Nicira. Eniong dovAevet pali
ue to OpenStack. Awabéter modd kaAd documentation edwkd yio v ékdoon 1.3 tov
OpenFlow, oty onoia Tepypa@eTatl To TL AslTovpyieg Umopel vo eMTELEGEL OE Eva
openflow switch kot ivat yio mapdderypa switching hub, traffic monitor, spanning tree,
link aggregation, firewall, router, QoS per-flow or DiffServ or Meter Table kou 6l
avtd ypnoponoloviog Rest API, étolr dote pe unvouata og format json vo pmwopet
Kamowog va dwoet evtolég otov controller. Emiong éyet viomomBei ko module oto
omoio ot gWomomoelg amd To Snort wnyaivouv kot otov controller pe pellovrikn
TPOOTTIKT] VO VAOTOMBOVV EVEPYELEG Y10 CLYKEKPLUEVES TOMTIKEG AcPOAEi0G omd TOV
controller. Mewovéktnua g mpog v enidoon eivor n ypnon python oc¢ yrdooog
TPOYPOUUATIGHLOD.

2.10 Floodlight Controller

Eivau controller ypappévog og java kot vrootnpiCer OpenFlow 1.0. Awbéter Rest API
Kot ToAD kaAd documentation kot mponAbe and tov controller Beacon. O Floodlight
vrootnpiler 600 epopupoyéc reactive packet forwarding kou éyovv diagopetikég

GUUTEPLPOPES.

Forwarding: Eivot evepyomomuévn amo mpoemhoyr. Aivel ) dvvatotnta vo
mpomBodvtol TakéTa amd Akpo 6€ dKpo oTig ENg 2 TomoAOYiES:

e M:éoa oe éva “Openflow Island”( H évvouwo openflow island yopaktnpilet éva
ovvoro amd OpenFlow switches pe cuokevég cuvdedepéveg oe kabe Eva amd
avtd. Avéroya, &va non OpenFlow island eivat to obvoro amd pun OpenFlow
switches). Otav pia cuokevn A 0éAet va oteilel éva makéto o€ idto OpenFlow
island oe wa ocvokevr B, 1 Asrtovpyio forwarding vmoioyilel to ehdyioto
povomdtt amd to A oto B.

e OpenFlow islands pe non-OpenFlow islands avauecsd tovg. Kabs OpenFlow
island pmopel va €xer axpiPodg pio cdvdeon mov cvvdéel ta non-OpenFlow
islands. Emiong ta OpenFlow ko1 non-OpenFlow islands dev mpéner va
dnpovpyovv kdkiovg. To Forwarding vrmoloyilel to ehdyloT0 LOVOTATL GE
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kaOe OpenFlow island ka1 mepuéverl o makéta va mpowdnBovV otor NoONn-
OpenFlow islands (Bewpmdvtag oti kdbe non-OF island eivon oto 1610 L2
broadcast domain).

Ta povomdrtio eykadictavtol kot HeTd amd 5 SEC Ayouv amd TPOETIAOYT.

Learning switch: ‘Eva kAacwkd L2 switch.

Agev dovdevel tav to, Switches og éva island dnpovpyovv kbkdo.

Eniong vrootpilet Static Flow Entry Pusher epappoyn kou Circuit Pusher étol dote
0l YPNOTES VO UTOPOVV EK TOV TPOTEPMOV VO, £YKAOIGTOOV LOVOTATIO TPOM®ONGNG 6TO
diktvo.

2.11 OpenDaylight Controller

To project OpenDaylight éxet wg okomd v dnovpyic evog SDN controller,
KOTAAANAOL Yo TTOAAG  Stopopetikd diktvakd mepiBaiiovia. O OpenDaylight
YPNOOTOLEL TNV Java w¢ YAOGoo Tpoypoppotiopov. H apyttektoviky tov Pacileton
oe 3 enineda. Tig vmokeipeveg demapéc (southbound API), to otpdpe agaipeong
(Service Abstraction Layer — SAL) kot t1g vrepkeipeves diemapég (northbound API).
Orvmokeipeveg dlEmaPEG UTOPOVV VoL LITOGTNPIEOVY TOAAE TPOTOKOALL MG EEXWPIOTA
plugins, 6nwg to OpenFlow 1.0, OpenFlow 1.3, BGP-LS, LISP, SNMP kot dAla. To
EMIMEd0 apaipeons ivor pia KO YAOCGCO KOTOVONTY Kol 0td TIG VITEPKEILEVES KO TIG
vrokeipeveg demapés Ov vmepkeipeves OlEMAPEG TOL YPNCILOTOOVVIOL OO TIG
epapuoyég vrootnpiCovv to OSGI (Open Services Gateway Initiative) to omoio givat
éva, duvapkod ocvotnua yioo modules ot java, 6co ko bidirectional REST APIs. To
OSGi framework ypnoponoteital kupimg amd epapproyéc mov Oa TpéEovv TomKd GTOV
1010 Ydpo devbvveemv pe tov controller, eve to REST APl oo epoppoyég mov pmopet
vo, TpEEOVVY 6To 1810 unyavnua pe tov controller 1| og dta@opeticd pnyavnua.

2.12 NOX Controller

Yndapyoov 800 katnyopieg tov controller NOX. H NOX-Classic n omoio Mtov
ypauuévn oe C++/Python kot miéov dev vrootnpiletar. H kavovpia £kdoon tov NOX
«new NOX» eivor ypappévn povo oe C++. Ymootmpiler OpenFlow 1.0. To
TPOYPAUUATIOTIKO HoVTELD Pacileton o VENTS Kol 0 TPOYPUUUATIOTNG KOAEITOL VOl
YpayeL oyeTikég povtives yeptopov (event handlers) yuo va exteleotodv dtav éva
ovykekpuévo oupuPay cvopPel oto diktvo. H tiun mov emotpépel evag event handler
VTOOEIKVIEL KOl TO TOEG EVEPYELEG TPEMEL Vo epapprootodv. ‘Exel eykateotmuéveg
epapuoyég ommg learning switch, topology discovery kot network-wide switch. Mmopei
Vo €XEl  TPOYPOUUATIOTIKY OvokoAid Ady®m tov oti m C++ eivor yiAdooo
TPOYPUUUATIGLOV «YOUNAOD EMUTEIOVY GAAL £xEL TOAD KAAN ETIG00T AOY® OLTOV.
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2.13 POX controller

Eivat ovcrootikd o NOX controller o€ Python. Yrootpilet povo tmv éxdoon openflow
1.0. 'Exer oAb peyddn vrootypién amd developers koi n avamtuén koo givot
oyeTikd €vkoAn. Adym tov oti givan ypoppévog oe Python Béfata mov eivor yAdooo
«OYNA0D EMTESOLY EYEL TO PEWVOEKTNILO OTL EYEL LEWOUEVT EMIOOCN OE GYEOT| UE TOV
NOX.
cbench latency test (ms per flow)
POX
NOX-Python
NOXCos
o 003 006 005 012 015 018 D21
cbench throughput test (flows per second)
POX
NOX-Python
NOX-Ces
c 10,000 20,000 30,000 40,000 50,000 &0,000

Yvykprriko latency ko throughtput avapeoa oe NOX-python, Nox-C++ ko Pox,
oy [7]

H xopa Aertovpykotnta tov POX mapéyeton amd eEaptipote (components). Otav
avaPEPOLAGTE GE COMPONENLS, evvool e apyeia TOV UTOPOVUE VO TPOoGHEGOLLE GTNV
evtol] pe v omoio ektedovpe tov POX. O POX dwbétel ex tov mpotépwmv
components Kot kémota TapExovy T PaciKn AELToVPYIKOTNTA, KATolo Opioéva foAKd
YOPOKTNPIOTIKG Kol KATOld €lval amAdg mapadeiypota. v cvuvéyewo tapatievton
EVOEIKTIKA KOl oo To St components.

2.13.1 E@appoyég atov pox (Pox components)

Py
Exkivnon evog dadpactikod Python interpreter. Xpnon yio amocaipdtoon kot
TEPOUOTIOUO.

Forwarding.hub
AmAN eykatdotaon FLOOD kavovov oe kaBe switch, petaoynuotilovtag ta og hubs.

Forwarding.l2_learning

[Mapopola Aertovpyia pe éva L2 learning switch. Iapoio mov to e€aptnpa eotidlet
oT1G S1apopeg d1eLBHVGELG TOL GTPMOUATOG 2, 01 KOvOveg Tov eykabiotavtal lval 660
10 duvatov mo cvykekpuévol (full — match).

Forwarding.l12_pairs
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Ouota Agrtovpyia pe to 12_learning wotéco ov kavovee Paciloviar kvpimg oTIg
dtevBuvoeic MAC.

forwarding.13_learning

To ovykekpyévo e&aptnua dev amotedet akpiPmg Eva router, aAld emiong dev eivar éva
L2 switch. Mabaivel kot kataywpei dievboveelg IP, yopic va divel 1dwaitepn onpocio
oe évvoleg Omm¢ T dpopeTIKd vrodiktua. Tlpokeyévon va evapuoviotel pe tov
Tpoémo Aertovpyiog Tov host, eivar duvord katd v @edptwon vo opicovue fake
gateways.

forwarding.12_multi

Yvumeprpépetan oav évo learning switch. H onuoavtikn tov dtagopd pe ta avtictorya.
eCoptiuota sivatl Tog ypnotponotei to openflow.discovery ya va evnuepm0Oet yio 6An
™V tomoloyia Tov dktvov. ‘Etotl poiig éva switch koatoywpnoet pa dievbvven MAC
OAo LOpAlovToL aVT TNV KOTAXDOPNOT). ZNUEUDVETOL TOG omonteiTon Emiong, 1 xpNon
tov e&aptnuatog openflow.discovery.

forwarding.topo_proactive

Eykotdotaon kavovev tpokataforikd, pe fdaon po dievbovon IP mov €xel onuoacio
ywo. v tomoroyia. H petoyoyn Paciletor oto forwarding.12_multi mov avagépOnke
TPONYOLUEVMG.

openflow.spanning_tree

Xpnowomnotei o openflow.discovery ywo v onuiovpyio oG €mOKOTNONG TG
TOTOAOYI0C TOV S1KTVLOV, dNpOVPYEL Eva Spanning tree Kot 6T GLVEYELD ATEVEPYOTOLEL
10 flooding yia tig mdpteg mov dev giva 6To Spanning tree.

openflow.webservice

[Mapéyer éva web service tomov JSON-RPC yia v adinienidpaon pe to OpenFlow
npwtoKorro. TIpoépyetor amd v vanpecia unvopdtov of service kot Tpobmobétet
™mv xpnon tov webcore e&apthipotoc.

web.webcore
Exkivnon evog web server evtdg tng diepyaciog tov POX.

Messenger
[Tpocpépet pia demaen yio tov POX dote va emkowvmvel pe eE®TePKEg d1001KoGTES
péom appiopopwv unvopdtov facsiopéva e JSON.

openflow.of 01

Emwkowaovia pe OpenFlow 1.0 switches. Xtnv mepintwon @OpT®OoNG SL0POPETIKMV
components mov ypnouomrotovv OpenFlow poptdveTal Kot v Td UE TIG TPOETIAEYUEVEG
TéG. Ymapyer dvvatdtnta oALOyng TOV TIU®V oty yepokivtn ektéleon (port,
address, private-key, certificate, certificate-authority)
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openflow.discovery
AmooToAn £101KA dtapopeouéveav LLDP unvopdtov dote o controller va avaxalvyet
TNV TOTOAO0Yi0 TOL SIKTHOV

openflow.debug
Anovpyia apyeiov pcap pe o OpenFlow punvoparto mov avtaiidlovrar.

misc.full_payload

H mpoemieypévn ocouneproopd otav €vo makéto dgv umopel va avtiotoryiobel oe
Kamota yypaen tov flow table eivor n amootodn evog puépouvg tov ToKETOL (TO TPAOTOL
128 bytes) otov controller. Avto to e&dptmuo tpomomotel katdAinio o SWitches mov
ovvdéovtan otov controller dote va 6TtéAvouy 0AOKANPO TO TAKETO.

2.13.2 Log

O POX ypnowomnotel to cvotua kotaypaens copufdaviov e Python. To e&aptmua
log emitpémel v mopapeTponoinon Tov o€ oNUAVTIKO Babpd pHEC® ™G YPOUUNG
evtoAmv. Evoswctika:

e Amevepyomoinom g KoTaypoeng

e  Mopeomoinon g Kataypaeng, Tpochnkn kot popeomnoincn timestamps

e Extonoon stderr, stdout, opyeie, amoctody péow TCP Sockets, UDP
Datagrams kot HTTP GET/POST

log.level

H xotoaypoen akolovbei tnv idio doun mov akoiovbei 1o cvotnuo g Python.
Awgopetikd eEaptiuato £xovv Tovg dkovg tovug loggers to dvopo tov Kabevog
(QOIVETOL GTO UNVOLOTO KATOYPAPNC. 2T TPOYHOTIKOTNTO Ol KAToy papeic oynuatiCovv
v 01KN ToVG epapyio Kot emmpdcdeto kdbe Evag Exel éva enimedo (level), to onoio
avTIoTOLYEl TOGO oNUAVTIKO 1} Oyt ivat éva unvopo. To e€dptnua log.level emtpémet
TNV TOPOUETPOTOINGT TOV EMMEOOV TWV TANPOPOPLOY OV Jel)VEL TO KAOE cVOTN L

KOTOYpOLPNG.

To méc0 onuavtikd eivar kdbe uvopo TEPLYPAPETOL O TIG aKOAOLOES KaTNYOpieS
(a6 10 TAEOV GTO AYOTEPO GNUAVTIKO):

e CRITICAL
e ERROR

o WARNING
e INFO
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e DEBUG

To mpoemileypévo eminedo kataypaens yio tov POX givar to INFO.

2.13.3 POX APIs

Exto¢ and ta e&aptpata ota omoia £yve avagpopd, o POX dwabétet éva cuvoro APIS
TPOKEWEVOD VO JIEVKOADVEL TNV avVATTTUEY EQOPUOYDOV JIKTLOKOD EAEYYOL. XM
GULVEYELD TAPOLGLALOVTOL EVOEIKTIKA KATO1 €€ QVTOV:

POX Core

O pox £xel to avtikeipevo «Core», to omoio Aettovpyel oav KeEVIPIKOG KOUPOG Yo
peydro pépog tov APl tov POX. Kdamoleg and Tic Aettovpyieg mov Tpocpépet eivan
amAMG Wrappers (poutiveg Kot GLVAPTAGELS TOV KVPLOG GTOXOS TOVG gival 1 KANoN
JEVTEPEVOVGMOV POVTIVAOV KOl GLVAPTHGEMV) EVA GAAES glval avtovopes. Qotdc0, arnd
T0VG PaciKOTEPOLG AOYOVS VTOPENG TOV AVTIKEWEVOL COre gival va ypnoyLonoteitol
oav onueio cvvhvinong petaEy twv components. ‘Etot avti va ypnotipomolovvtal ot
evtoléc Import oote éva g&dptnuo va gwodysl éva GAAO  TPOKEWEVOL VL
aAAnAemdpaoet pali tov, ta eEaptiuata gyypaeovtal TAéov (register) oto core kot
EMKOIVOVOVV HETOED TOVG LEGH OVTOV.

IToAAG modules otov Pox ypetaletor va éxovv mpodcfacr oto COre avtikeipevo. Amod
ocOuPaon avtd yiveton ypapovtag from pox.core import core.

Aovievovtog ne ArevBvveers: pox.lib.addresses

IPv4, IPV6 ka1 Ethernet dievbivoeig avarapiotavor og IPAddr, IPAdAr6 kot
EthAddr kAdoeig Tov pox.lib.addresses.

Yootnpo owoyeipriong yeyovotmv: pox.lib.revent

O yepiopdc tov yeyovotwv otov POX axolovbei to potifo «publish — subscribey, oto
omoio o1 amooToAgic unvopdtov, yvootoi wc publishers, dev mpoypauuatiCovv ta
unvopato vo otéAvovion amevfelag o€ GUYKEKPIUEVOVS TOPUANTTES (YVOOTOL MG
subscribers). To (ntobuevo eivar O6tav cvuPaivel évo event (yivetair raise) va.
evepyomomBei £vo GUYKEKPEVO TUNHO KOJIKA Y10, TOV XEPIGUO TOV (YVOGTO Kot (G
«event handler»). Inuavtiké pépog tov tpoémov Aettovpyiag tov POX Baciletar ot
dnpocigvon kol otov YEPIGUO TV events. Kdartt té€toto dievkolvvel v avamtuén
EQAPUOYDOV amAdS dnpiovpydvTog e&opthpata mov mepiEyovy handlers ya ta didpopa
events (Packet In, Connection Up, Port Status).
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Hoxéta (pox.lib.packet)

[ToAréc epappoyég otov POX PoaociCovior ommv oAinAemidpacrn pe mokéto (Yo
TOPASELY L0 KATAGKEVT] TOKETMV Kol A00TOAN HéG® Tov SWitch 1 Tpoonélacn evidg
TokéTov oL eMNEON oamd €va packet in event). IIpokeipevov vo StevkoAdveL TV
napamdveo dtadtkacio o POX drabétet pa BAtodnkn yio tnv avdAvon Kot KataoKew
nakétov. Kdrowol and toug tomovg towv makétewv mov vrootnpilel n PiProdnkn tov
POX eivau Ethernet, ARP, IPv4, ICMP, TCP, UDP, DHCP, DNS, LLDP, VLAN. Kda0¢
TOmog vrrootnpiletl didpopa attributes.

Nnfjpato, oepyacicg kot ypovopetpa (pox.lib.recoco)

H PBipiobnkn recoco tov POX ypnowomoteitor yww v vAomoinon omimv
oLVEPYATIKMV dlepyaciaVv. Tomg 0 factkdTEPO TAEOVEKTNUA TOV JEPYUCLDY OVTMOV
etvar TG cvvnBmG dev ypetdleTon va yYivel KOl E101KT EVEPYELDL Y10l TOV GUYYPOVIGUO
t0vG. Ocov apopd v dnpovpyio StopopeTik®v vpudtov umopet va ypnoyomotn el
Eava n PProdnKn recoco | cuvnBiouévn PirodNKkn “threading” g Python. To mo
Baocwkd evog recoco task givar ott dev yperaleton va yiver block. Kavovrag stall éva
recoco task Oa epmodiocet dAla tasks amo to va exteleotovv. Kamoieg diepyacieg 0mwmg
sleep, £yovv TopamAnoieg EVTOAEG 0T recoco.

Evdwpépov mapovotdletl kot 1 eKTEAEST dlEPYOSIOV LETA amd KATO0 XPOVIKO HEGH
ypovopeTpov. Evdektikd napadeiypata ypnong n arochvoeon tov controller and to
switch av dev £xet An@Oei yio kdmolo didotnua amdvinon oe unvopata echo, 1§ exiong
10 aitnuo oto SWitch avd meptodovg MOTE VoL GTEAVEL GTATIOTIKG SEGOUEVO Y10 TOVG
KOVOVEG TTOV TEPLEYEL.

[Mopakdto 6o avarvBovv Bacikd components tov POX, mpokeipévou va dapavovv ot
véeg duvatotnTeg oL mPpoopipel To OpenFlow oTic dikTvakéc GLOKEVES.

2.13.4 Hub (hub.py)

from pox.core import core

import pox.openflow.libopenflow 01 as of
from pox.lib.util import dpidToStr

log = core.getLogger ()

def handle ConnectionUp (event):
msg = of.ofp flow mod()
msg.actions.append(of.ofp action output(port = of.OFPP_FLOOD))
event.connection.send(msqg)
log.info("Hubifying %s", dpidToStr (event.dpid))

def launch ():
core.openflow.addListenerByName ("ConnectionUp",

_handle ConnectionUp)

log.info ("Hub running.'")
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H handle_ConnectionUp cuvdaptnon, onpovpyei évo Uivopo Tov TPOTOTOLEL TOV
mivako pong Tov Switch. Xtnv apyn nUoOvVPYOVLUE TO HNVOUO Kol HECH GE OVTO
neptAappdvoops v evépyeto va oteilel 0 makéto £ amd kdbe Bvpo Tov switch
(OFPP_FLOOD). Etot 0vc100TIKG @TdyvouuE EDKOAO VOV OVOYEVVITH GT|LLOITOG TTOV
Ot TakéTo aipvel og pio BOpa To oTEAVEL EE® amd OAEG TIC AAAES.

2.13.5 Learning_Switchl (I12_pairs.py)

from pox.core import core

import pox.openflow.libopenflow 01 as of
log = core.getLogger ()

table = {}

all ports = of.OFPP_FLOOD

def handle PacketlIn (event):
packet = event.parsed
table[ (event.connection,packet.src)] = event.port
dst port = table.get((event.connection,packet.dst))

if dst port is None:
msg = of.ofp packet out(data = event.ofp)
msg.actions.append(of.ofp action output(port = all ports))
event.connection.send(msg)

else:
msg = of.ofp flow mod()
msg.match.dl dst = packet.src
msg.match.dl src = packet.dst
msg.actions.append(of.ofp action output(port = event.port))
event.connection.send(msqg)
msg = of.ofp flow mod()
msg.data = event.ofp
msg.match.dl src = packet.src
msg.match.dl dst = packet.dst
msg.actions.append(of.ofp action output (port
event.connection.send(msg)
log.debug("Installing %s <-> %s" % (packet.src, packet.dst))

dst port))

def launch (disable flood = False):
global all ports
if disable flood:
all ports = of.OFPP_ALL
core.openflow.addListenerByName ("PacketIn'", handle PacketIn)
log.info("Pair-Learning switch running.")

Edd éyovpe po modd mo amAoikn vioroinon switch. O controller mepiuéver yuo packet
in events. [T\ éxovpue éva dictionary oto omoio éyovpue avtiotoiyion mac address kot
Oopag switch kot €d opywomoeitan g table = {}. Me 10
table[(event.connection,packet.src)] = event.port pafaivovpe trv mac kot tmv Bvpa.
ao v omoia glonAbe 10 makéto. Edv dev vmdpyet n dievBvvon mpoopiopol péso otov
nivaxka 0o otalel 10 TokéTo € amd Oheg TIc BVpEG eXTOG amd aVTV amd TNV Omoia
elonibe. TTAéov av yvopiler o controller  dievBuven mPoopIoHOd Kol ATOGTOANG
umopel va, oteilel kovoveg oto SWitch kot yio tic 600 katevfvvoels.
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2.13.6 Learning_Switch2 (12_learning.py)

from pox.core import core

import pox.openflow.libopenflow 01 as of
from pox.lib.util import dpid to str
from pox.lib.util import str to bool
import time

log = core.getLogger ()
_flood delay = 0

class LearningSwitch (object):

def init  (self, connection, transparent):
self.connection = connection
self.transparent = transparent

self.macToPort = {}
connection.addListeners (self)
self.hold down expired = flood delay ==

def handle PacketIn (self, event):
packet = event.parsed
def flood (message = None):
msg = of.ofp packet out()
if time.time() - self.connection.connect time >= flood delay:

if self.hold down expired is False:
self.hold down expired = True
log.info("%s: Flood hold-down expired -- flooding",
dpid to_str(event.dpid))

if message is not None: log.debug(message)
msg.actions.append(of.ofp action output (port =
of.OFPP_FLOOD))

else:

pass
msg.data = event.ofp
msg.in port = event.port

self.connection.send(msg)

def drop (duration = None):

if duration is not None:

if not isinstance(duration, tuple):
duration = (duration,duration)

msg = of.ofp flow mod()
msg.match = of.ofp match.from packet (packet)
msg.idle timeout = duration[0]
msg.hard timeout = duration[1]
msg.buffer id = event.ofp.buffer id
self.connection.send(msg)

elif event.ofp.buffer id is not None:
msg = of.ofp packet out()
msg.buffer id = event.ofp.buffer id
msg.in port = event.port
self.connection.send(msg)

self.macToPort[packet.src] = event.port
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if not self.transparent:

if packet.type == packet.LLDP TYPE or
packet.dst.isBridgeFiltered() :
drop ()
return

if packet.dst.is multicast:

flood()
else:
if packet.dst not in self.macToPort:
flood("Port for %s unknown -- flooding" % (packet.dst,))
else:
port = self.macToPort[packet.dst]
if port == event.port:
log.warning("Same port for packet from %$s -> %s on %$s.%s.
Drop."
% (packet.src, packet.dst, dpid to str(event.dpid),
port))
drop (10)
return

log.debug("installing flow for %s.%1i -> %s.%1i" %
(packet.src, event.port, packet.dst, port))

msg = of.ofp flow mod()

msg.match = of.ofp match.from packet (packet, event.port)

msg.idle timeout = 10

msg.hard timeout = 30

msg.actions.append(of.ofp action output(port = port))

msg.data = event.ofp

self.connection.send(msqg)

class 12 learning (object):
def init  (self, transparent):
core.openflow.addListeners (self)
self.transparent = transparent

def handle ConnectionUp (self, event):
log.debug("Connection %s" % (event.connection,))
LearningSwitch (event.connection, self.transparent)

def launch (transparent=False, hold down= flood delay):
try:
global flood delay
_flood delay = int(str(hold down), 10)
assert flood delay >= 0
except:
raise RuntimeError ("Expected hold-down to be a number™)

core.registerNew (12 learning, str to bool(transparent))
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Ieprypaoen Aertovpyiog I12_learning switch

e O mivaxog Tov switch givat apyikd ddetog.

e [ kdOe eloepyOUEVO TAIGLO aTOONKEVEL:
1) Tnv eloepyduevn diemaen and v onoio pHe To TAAiG10.
2) Tov ypdvo 61OV 0T0i0 TO GLYKEKPLUEVO TAAIG10 1POE.
3) Aaypdet TV £yypaen GV KOVEVO TAOIGLO LE TNV CLYKEKPLUEVT dlevBuvon
amooToAE OV EADEL Léoa GE £vOL OPIGUEVO YPOVIKO OACTN LA,
(Emopévamg kébe mhaicto mov @tavel oto Switch dnuovpyel pio kovodpia
eyypaon FlowTable oto switch)

O aAiy6p1Bpog mov ypnoponotel eivat o €ENG:

1)

2)

3)

4)

5)

6)

Xpnon g devbvvong amoctoréa kat thg Bvpag Tov Switch yua va yivet
EVNUEPMOT TOL Tivaka Tov TmEPEXEL ovTioTolyio  devBuvong-Bupac.
[poxetrton yuo éva Ae&ucd (dictionary).

Edv to Ethertype givar LLDP 1 1 d1e00vvon anoctolng tov makétov givat
QU TpOpLopuévn, Tote T0 ToKETO amoppintetal.(DROP)

Av 1o TakéTo givor moAvekmoumc (multicast) tote To Takéto oTéAveTal 0o
OAEC TIG aAAES TIG BVpeg, TNy avtig mov tponibe. (FLOOD)

Edv n 60pa yuo v dievbuvon mpoopiopod dev givor péca 6to AeEko
avtiototyiog dtevBuvonc-00pag TOTE TO TOKETO CTEAVETOL ATTO OAES TIG AAAEG
115 O0pec, TANV avtc mov TponAfe.(FLOOD)

Edv n B0pa e£660v 10V mokéTov elvan 101 pe v B0pa 16600V, TOHTE TO
TOKETO OMOPPINTETAL.

AMubs eykabiotd eyypaen otov Tivaka porg tov switch (flow modification
entry) n omoia TPOKOTTEL OO TNV AVTIGTOIYIOT TNG d1EVOBVVONG ATOGTOAEN,
TOL TOKETOL Kot NG 00poag Tov switch amo v omoia to éAafe. ‘Etot 6tav Oa
deytel To switch makéto pe mpoopiopd o yvmotr dtevbvuven mov vrdapyet
néoa oto Ae€ucd tov switch, to switch Oa E€pet amd mowa OOpa va oteirel To
TOKETO.

Erxenynon tov kOdka

BAénovpe 611 éxovpe o uébodo launch n onoia eyypaeet to 12_learning avrtikeipevo
ue tov CORE pox controller. Me v apywonoinor, avtd 10 ovIiKeipevo npochétet
évav listener (core.openflow.addListener(self)) ywa va givar oiyovpo oti umopei va
xeplotel connection up events ond OpenFlow Switches ta omoia mpoomabodv va
owvdebolv otov cvykekpluévo controller. Metd amd pio tpoonddeio cHvogong amod Eva
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OpenFlow switch, avto to avtikeipevo apyikonolei To avtikeipevo LearningSwitch ko
mePVA 1o connection event oe avto. Xtn ypouun self.macToPort = {} &dm
apyomoteitan To dictionary oto omoio avrtictoyyilovpe mac addresses pe 0Opeg tov
switch. Mg to connection.addListener(self) mpocOétovpue évav listener yio packet-in
unvopoto Kot émerta vAomowovue tov packet-in handler. To Pacwd €dd eivor m
Aerrovpyio Tov Switch n omoia dapaiveton pe Tov kddika self.macToPort[packet.src]
= event.port omv onoia yivetal n avtiotoiyion Mac dievbvvong amocstorén e Bupag
switch a6 v onoio eloNABe. ‘Eneita 6Tov vIoAoumo KMOIKO VITAPYOVV Ol EVEPYELEC
FLOOD ka1 DROP avdioyo pe t1g 0169opeg TEPITTOGELS OMWS TEPTYPAPNKOV TLO
nave. Téhoc omd ™  ypauun msg = of.ofp_flowmod() péyxpt
self.connection.send(msg) eivar to ppvopa flow modification mov otéivetar oto
switch kot kabopilel mdg B yEPIGTOVY TOL EIGEPYOUEVA TOKETO.

2.13.7 Awgopég Learning_Switchl - Learing_Switch?2

I'evikag o forwarding e&aptmpata tov POX givar amhd mapadeiypo kot dgv givar oA
010 1010 eninedo TANPOTTAS. 'EToL Y00V S10POPETIKEG TPOGEYYIGELG GTNV VAOTOINGN
TOL YVOOTOD KAaGKoL SWitch, pe to 12_pairs va givat o amho.

e To learning kavel drop LLDP mokéta evéd to pairs oyt To pairs dgv to vAomotel
awtd yoti etvor o amAn £ékdoon.

e To learning kéver drop maxéto O6tav €dv n BOpo €16060V Kot €£600V €VOG
TokEToL givar 1 oo TTopdderypa givar va éxovpe éva hub cuvdedepévo oto
switch kau 2 hosts cuvdedepévoug oto hub. To switch BAénet kar Tpoopiopd kat
anoctoléa otnV 1610 BVpa. To pairs dev to viomotel owTod YoTi €ivan To oAn
gkdoon.

e To learning kavet full match, evd to pairs acyoAeitar udévo pe mac dievfovoers.

ITo ovykekpipéva pe dedopévo oti ot arp caches twv 2 hosts pcl ko pc2 givau
Gdeteg ko To pcl kaver ping oto Pc2 n d10popd Tove Ba dtapavei KOADTEPA 6TO
EMOUEVO TTOPAOELYLLOL.

a) Xto 12_learning : To pcl kdaver arp broadcast. To switch ctélvel 1o makéto
otov controller kou o controller otédver packet out flood oo switch. Tavtdypova
npocBétel 6to Ae&kd Tov, TNV Mac kKot Bupa Tov gleepydpevoy maxétov. To pc2
amavTaEL e T O1km Tov Mac kot o controller TpocsOétel 6to Ae&ikd tov TV Mac
Ko 00pa otV omoia givar cuvdedepévn to pc2. Eykoabiota éva flow yio v
amdvtnon arp. Metd and to echo request kai reply eykoadiotd dvo emmiéov flows
oto switch, Adym tov oti akoAovbeiton mohttikr full match.

B) 10 12_pairs: Anuiovpyeiton pia eyypagmn yio to arp reply kot po yio to echo
request kot TéAOg, piag Kot Ko To SWitch Asttovpyei oto eminedo (eHEng
dedopévov (data link layer). Ave&aptnta pe 1o €160¢ TV TOKETOV TOL Ot
uetadobovv petd, ta flows Oa peivoovv ta id1a.
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2.14 Yovomtikn emokénnoen tov controllers

Ryu: Ymootpiler OpenFlow 1.0 - 1.5. T'A®coa mpoypappatiopnod 1 Python. AovAevet
ue o OpenStack. Metovéktnud Tov 1 younin amddoot).

Floodlight: Ymootnpiler OpenFlow 1.0. F'i®coo npoypappoticpod n Java. Awabétet
kahd documentation kot vmootpilet REST API. Eivar apketd obvokolog otnv
expadnon.

OpenDaylight: Ymoompilet OpenFlow 1.0 kot 1.3. Meydho mheovéktnpa givor oti
givar emektaolpog, dovievel pe to OpenStack kot dAleg spapuoyéc tov cloud. To
pewvéktud tov etvor oti eivoar apketd TOAOTAOKOG Kot OVUGKOAOG HE WETPLO
documentation.

Nox: Ymoompiler OpenFlow 1.0. Métpia dvokoria ekpddnong. ‘Exet mohd vynin
amodoon. Xperaletat kadn yvoon C++ kot pouTvady Youniov ETITESOV.

Pox: Ymoompiler OpenFlow 1.0. TAd®cco mpoypaupatiopod n  Python.
Xpnowonogitor vpéws Kot glvarl apkeTd €VKOAOG otV ekpdOnon. Melovéktnua
younAn amoddoot. H yprion tov evoeikvuetal ylo £pevva Ko Yp1yopT| TPOYLOTOTOIN G
nepapdtov pe xpion OpenFlow.
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Yhomoinon hybrid honeypot pe Tov controller pox

3.1 Honeypots

To honeypot givat évo VTOAOYIGTIKO GOGTNLO. TO 0TTOT0 £XEL GOV GTOYO VO EVIOTIGEL 1y
Vo eKTPEYEL TNV U €E0VGL000TNUEVT XPNOT TANPOPOPLOKAOY cuotndtov. [Tpoxettat
Y10l VTOAOYLGTIKOVG TTOPOVS Ol 00101 £XOVV GV GTOYO VA EEYEAAGOVY TOV EMTIOEUEVO
dtvovtog TV EVIVTMON TG TPOKELTAL Y10 TPAYLOTIKO GVGTILLO TOV TEPLEXEL YPT|OLLES
minpogopiec. ‘Etol kat’avtév tov tpomo pe o mobntikn pébodo aceareiog,
GLAAEYOVLE DEQOUEVOL Y10 TIG TEXVIKEG IOV YPNOLUOTOLEL O EMTIOEUEVOS, TPOKELLEVOL
VO KOTOGTHGOVUE TO OiKTLO pag mo ac@aréc. evikdg n Asttovpyia Tov honeypot
Bacilecar 610 oti Kovelg dev TPEMEL VoL AAANAETIOPA LLE AVTA, OTOTE 1) OTOLOONTOTE
Kivnon dedopévav oe avtd pmopei va Bempnbei g kaxdfovin. Q¢ honeypot Oa.
uropovoe va Bewpnbei omolodnmote €idog server omwc Web 1 database 1 file tov
omoiov paAlcTo o1 vInpecieg dev drapnuilovtol amo dAlec vampeoieg, dmwg DNS
servers pag kot ogv £xovv kapia a&ia tapoaywyns. Ot apyitektovikég TomofEtnong Tmv
honeypots eivar 600, 1 TEPIUETPIKY KOl 1) ECOTEPIKY. LTNV TEPUETPIKT 1 OmOiN
emAéyetar ouvnbmg Yoo honeypots épgvvag, to honeypot Bpioketar eEmtepikd Tov
firewall Tpog to dradiktvo. Etot déyovtar modéc embBéoelc kot kabioTatal eKOAOTEPN
N avéivon Tov embécemv. Ty eomtepikn tomobémmon to honeypot tomobeteiton
E0MTEPIKA TOV TELYOVE TpooTaciag kol givar cvvnOng tomobétmon vy honeypots
TOPUYMYNG. ZE QTN TNV TEPITTMOOT 6TOYOG EIvOL VO avVIYVELTEL AV KATOL0 £6MTEPIKO
unyévnua £xet TapoPlacTel.

Kotnyopromoinon tov Honeypots
H kotmyoplonoinon twv honeypots propei va yivel pe faon dtdpopa kprripilo 6Twmg 1o

EMIMEd0 AAANAETIOpAONG HUE TOVG EMTIOEUEVOVS, TO MG YIVETOL 1] EYKATACTOCT TOVG
OTMG Kol O TOUENS GTOV OTO10 YPNGLULOTOLOVVTOLL.
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3.1.1 Kotnyopromoinoen pe Paon tov Topéa yprons

e Honeypots rapaywyng

Ta honeypots mapaywyng ypnoponotovval yia va fondnocovy évav opyavicpud i pio
etapeio. 6TO Vo TPOCTOTEYEL TO €0MTEPIKO NG OiKTLO. Agv UTOPOLV OUMG Vi
amotpéyouv emfécelg Yo avtd kot ypeldleTton va epapupdlovior ot KAooikol
UNYOVIGHOT AGPAAEING, OTMG 1] ATEVEPYOTOINGT VINPEGLOV TOV JEV YPNCUYLOTOIOVVTOL,
N £ykaipn eykatdotaon tov patch, unyavicpoi aceaieiog 0nmg to firewall, intrusion
detection systems, anti-virus kot Unyoviopoi TGTOTOINGNG Y10 VO EUTOSIGOVY TOVG
KAKOBOLAOVG YPNOTES VO ATOKTHOOLV TPAOGPOCT GTA TANPOPOPIIKA GUGTILATO TNG
etarpeioc. Emiong to honeypot mapaywyng mpénet va £xet otnbei katd 1£1010 TpOTO £TGL
MoTE 0 YOKeP Vo pmopel €OKOAM VO AmOKTNGEL TPOSPacn og avtd. Mropovv eniong va
QavOVV ypnotpo Yo enBEGEIS ol omoieg 6gv UmopPovV va. evtomieTovy amd intrusion
detection systems, 6mmg ayvdGTOL TOTOL €MBEGEIS TOL OEV EYOVV GUYKEKPLLEVES
vroypagég (Signatures) 1 embécelg mov TPAYUATOTOOVVTOL A VITOAAAOVS TG
ekdotote etoupiog (insiders) kot ot omoiot £xovv avénpéva dikoudpata. Eriong ota IDS
umopel va dnuovpynBovv mpoPAnuato dtav vdpyer vynAn kivion TokETOV Kot
apyilovv va yévoov makéta, Tpdypro To omoio dev VIhpyEl ata honeypots Topoywmyng.

e Honeypots épevvag

To cvykekpipuéva honeypots xpneionotovvtat yio Ty GLALOYN TANPOPOPIDOY GYETIKA.
pe 11§ TakTiKEG emBécemv kakOfoviwv ypnotav. H épevva tov embéocewv kot
€0PEDN KATOLOL OMOTEAEGLOTIKOD TPOTOV TPOGTAGIAG amd OVTEG Eival 0 GTOYOG TV
ovykekpiuévov honeypots. To cvotiuato avtd TEPEYOLV TEPACTIO. TOGOTNTA
deBOUEVOV KOl UTopohV Va ovakaALEOoHY pécw avtdv véa £ion ameildv émmg 0 day
exploits 1 véa worms. Ta honeypots £pguvog givatl moAdmloka 6TV £YKATAGTACT Kot
GULVTIPNOT KOt XPTCLUOTOLOVVTOL OO TAVETIGTILO, CTPATIOTIKOVG 1) KUBEPVNTIKOVGS
OPYOVIGLOVG KOl EPELVNTIKA KEVIPO TOV TOVG EVOLUPEPEL O TOUENS TNG OGPAAELNG.

3.1.2 Koatnyopromoinon pe faon 1o nog £y1ve N EYKATAGTAGT] TOVG.

e Physical honeypots.

Ta honeypots tpéxovv 6e Puoikd unyovirota Kot cuvidmg tpokertol yio. honeypots
VYNNG aAnAeniopaonc. Eivar axpid oy £ykatdotacn Tovg Kot GLUVTPNOT TOVG,
evd dgv gival KaBOAoV TPUKTIKN 1 eyKaTdotacn evog guoikov honeypot yio kébe ip
devvvon.

¢ Virtual honeypots

Ta ewovikd honeypots avortboocovtar og virtual machines to onoia Bpickovior 6to
010 Qoo unyavnuo. Me v 16éa avtq pmopovue va Eyovpe ToArd honeypots oto
1010 unydvnua, Tpaypa Tov to kabiotd eONnva 6to 6THHo Kot 6T suvtipnon. ['vootol
hypervisors nédvm ctovg omoiovg otivovtot o, VMS givar o KVM kat o Xen.
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3.1.3 Katnyopromoinon pe faon to faduo arinieriopaonc.

3.1.3.1 Low Interaction Honeypots (Honeypots youning alinienidpaong)

Ta younAng aAAnienidpacng honeypots eEopoidvovy vanpecieg ol omoieg dev givat
duvatdv va a&lomonBovv amo Tov emTIOEUEVO ETGL DGTE VO ATOKTNGEL TANPT EAEYYO
T0V cvoTiuatos. To picko tng y¥pNong tovg eivor PIKPO a@ov o SOYEPIGTHG TOV
honeypot £yel Tov AP ELEYXO TOL CLGTHUOTOG OTNV TEpinT®on pog enifeonc. H
OAANAETTIOPOON TAVTOG YEVIKMG PETOED emTOEUEVOL Kot ¥pNnoTtn €€0pTATaL OO TO
eninedo axpifetog g e€opoimong Twv VINPESIOY oo Tov dnpuovpyd Tov honeypot.
INo mapdaderypa umopei vo. e€opotdvovtal HOvVo GLYKEKPIUEVO Services aild oyt to
Aertovpykd cvomua. Eniong n eykatdotaoct toug ivor moAd 0KoAN (g Kot EXouv
npokabopiopéveg puOuicelg kKot 1 dwyeipton tovg kabiototon apketd gokoAn. Eva
LEYOAO HEWOVEKTNUA TOVG €ivol OTL aveEAPTNTO TO TMOG TO EYOLV OLAUOPPMOCEL Ol
dnuovpyoi Tovg to honeypot, ot eEopoimuévol TOPOL TEIVOLY VO GLUTEPIPEPOVTOL
SPOPETIKA Ao TOLS Tpayotikovs. Kot avtn 1 dtapponoinom Oa propovoe mbavov
VoL VITOYLAoEL TOV EMITIOEUEVO 0TI TpoOKELTaL Yiow honeypot kot avtdg va tepuaticetl v
eniBecm TOL TPOTOV UTOPEGOLLLE VO eEQyoLLE GuUTEPAG AT Yo oVTY. [l Tapddetypa
10 Conpot mov amotelel honeypot mov e€opoidvel Bropnyavikd TpOTOKOALN OTWE TO
Modbus yio apretd kopd e€opoudve povVo to SErvices, adld dev £deiyve Kavéva,
oxeTKO Agrtovpykd cvotnua. ‘Etor évag emtiBépevoc kdvovro 0S scan pe nmap
UTOPOLGE EDKOAM VO EVTOTICEL OTL 0V TPOKELTOL Y10 TPAYLATIKO cvotnpe. H Avon
NnpPe pe to oschameleon to omoio ypdetnke amo ToLG dNUIOPYOVS, TPOKEUEVOL VO
eopolmvetal ko to Asttovpykd. Téhog yio ta 0-day vulnerabilities, oniadn kevd
ac@aAeiog «tng Ttelevtaiog pEPag», eivar dvokoro vo eéopoiwbovv omo to. low
interaction honeypots.

3.1.3.2 High Interaction Honeypots (Honeypots vynifg AAAnienidpaong)

H xdpia drapopd avépesa ota youning Kot vyning arAnienidpaong honeypots eivor
0Tl TO, VYNNG OAANAETIOPOON G TTOPEYOVY TPAYUATIKG AEITOVPYIKE GLGTHHOTO KOt
TOPOVGS KAl OEV TOVG EEOLOIBVOLYV. ANAAOT TPOKELTOAL Y10t TPOYUATIKE GUGTILLOTOL LLE TN
povV™ 010popa 0Tl OV TPOKELTOL Y10, CLGTHLOTO TOPAYWDOYNG, OAANL GOV GKOTO £XOLV VO
yivovtar 610y0g embécemv. g ek TOVTOL TO KUPLO TAEOVEKTNULA TOVG givar oti givort
oA dVoKOAO va gvtomicel o emtiféuevog oti mpokeltal Yoo honeypots kot £tot
UTPOVLE EVKOAN VO KOTAYPAWOLUE TG KIvAoelg Tov. Emiong ta honeypots vyning
aAAnAemidopaong dev evromilovv puovo Tig emBEcElS, OAAG UITOPOVV VO, dMCOVV Kot
TANPOPOPIES GTOV SLAXELPIOTN Y10 TO TPOYPAUUATO 1] KOt TIG EVIOAES TOV 0OONKaAY 0o
tov emtiBépevo. Emiong diveton n dSuvatdtra mapatiypnong 0-day vulnerabilities. To
LEYOADTEPO UELOVEKTNILE TOVG EIVAL OTL GE TEPIMTOOT TOV EMTLYNUEVA O EMTIOEUEVOG
KOTAPEPEL VO amoKTNoeL Vitd Tov EAeyyd Tov To honeypot, umopei vo ypnoyomomOei
Yol EMBECELG GE QAL UMY OV LLOLTOL.
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honeypots
XapnAng aAAnAenidpaong

Dperating syste

uowase( aye4

honeypots <€
uywnAng aAAnAemibpaong

Other
local
resource

Low-High interaction honeypot, anyn [8].

3.1.3.3 YBpdwka Honeypots (Hybrid Honeypots)

Ta vBpdwd honeypots oOmmwg kot T0 Ovoud TOvg VROSNAGDVEL GLUVIVALOVY
yapaxtplotikd amd to low xor high interaction honeypots kot expetaiiedovran
W10TNTEG KOl 0PEAT Kot TV d00 KOTNyopudv. XopaKTnpioTikd Topddstylo Eval To
honeybrid.

To honeybrid givat pia diktvaxn epappoyn n omoio £yl oXEAGTEL Yo VoL

e Awyepileton honeynets
o Tlapéxer v vPpdkr AsttovpyikdTnta tov cvvdvaouod low ko high
interaction honeypots.

H mphn Aettovpykdtnto emvtiyyavetal péowm pio unyovig amoégacnc (Decision
Engine) n onoia emttpénel 6ToVg XPHOTEG VAL PIATPAPOLY OAN TNV E1GEPYOUEVN Kivion
Bacilopevol oe kprrplo dmwg ™V IP amoctodéa 1) KATO10 TEPIEYOUEVO TOV TOKETOL
Kot pio pnyovn edéyyov (Control Engine) mov avtoparta meplopiler v eEepydpevn
kivnon amd Ta pnyovnpato mov Exovv oexbel eniBeon kot Ppiokovtar vtd Tov EAeyyo
TOV eMTIOEUEVOV.

H 0debtepn Aetrtovpywdtnto emutiyydvetor HECHO Uit PNYOViG ovokaTeliuvong
(Redirection Engine) n omoia avakatevfover tig ocvvdéoelg TCP 1 UDP and tov
TPOTELOV TOPUANTTY GTOV OEVTEPEVOV.
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A0 evdgkTIKOi TpOTOL LE TOVG omoiovg To honeybrid pmopei va kavet dwayeipion o
éva diktvo amd honeypots.

1)
=N =N
¢ ¢
[ " [ " Low interaction honeypots
& 7 \\ » To provide enough interaction to
=~ ~=." 7 attackersto allow Honeybrid to detect
,’ \ interesting attacks
{ 1
g N 4
( Y Honeybrid =
QLIS e cision Engine
(“\\,\ = Redirection Engine R

High interaction honeypots
To provide full interaction to attackers
to collect detailed information about
attacks

Zymua, Ty [9].

Y& auTn TV TEPinT®on Eyovue o opdda omd honeypots yauning eAniemidpaocng
OPKETE £TCL OOTE VO TPOGEAKDGOLV KOl VO TPOGOEPOLY Lo PaciKn aAANAETidpacon
oToVG emTifépEVOVC. MeTd e fAOT GLYKEKPIUEVE KPLTHPLa, YivETAL 1 avaKoTevBuvon
™G SIKTLOAKTG Kivnong mpog éva. honeypot vymAng aAniemidpaong to 0moio GLAAEYEL
OVOALTIKA GTOLYEL Y10 TOV EMTIOEUEVO.

2)
45 .
‘ h Low Interaction Honeypot
\ I‘ To provide DoS protection and
\ > fall-back mechanism
A~ N\ ==
C ) Honeybrid
(LIS eg  Decision Engine

4 Redirection Engine

High Interaction Honeypots
To provide full interaction to
attackers to collect detailed
information about attacks

Zymuo, Tnyn [9].

Y& avtn Vv mepintwon Exovpe Evo honeypot yapnming aAinienidpaong to omoio
npocpépel tpootacio o Denial of Service emBéoeic. Metd pe fdon cvykekpiuéva
Kpumpuo yiveton avakatedBouven g SIKTvakng Kivnong tpog honeypots vyming
OAANAETIO PO G TO OTTOI0 GLAAEYOLV OVOALTIKE GTOTYEL Y100 TOV EMITIOEUEVO.
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To honeybrid arnoteieiton amd 4 otoryeia:

Decision engine: T'o. vo. amo@acloTel 1010 €160¢ Kivong myaivel 6€ 010
honeypot

Redirection engine: I'io va amo@poototel dv KAmolo SIKTLOKY Kivnon mpénet
va avakotevduviel yio emmAéov avaivon.

Control engine: Ta va meplopiotel e€gpyopuevn amo to S1KTLO Kivhion amd
HUNYOVTLLOTO TOV Elval VTO TOV EAEYYO TOV EMTIOEUEVDV.

Log engine: T vo kpoatmbel exktevig kataypogn Tng Kivinong mov
eneEepydoTnKe.

Avtd ta 4 otoyeio oyetiCovror Queca pe TIC TPOJAYPOUPES VOGS TMEWPAUOTOS UE
honeypots. Kabe popd mpénel vo 6keTOLOOTE TO £100G TNG Kiviiong v omoia BEAovue
Vo ovaAVcovpE Kot TG Ba To Kdvovpe avtd.

Y hpyovv GUYKEKPIUEVOL KAVOVEG!

Filter rule: Kabopilel ypnoyonowdvrag cvvtaén tov tepdump to gidog g
kivnong to omoio Oa mpémet va xepiotel 0 6TOYOG.

Frontend rule: Kafopilel moto honeypot npénel mpdta vo, aAAnAemidpacet pe
mv eoepydpevn kivnorn kot pe mown Kprmpla Bo dextel v eloepyodpevn
Kivnon.

Backend rule: Kafopiler oe moio honeypot 6o yiver avakatevBovon g
Kivnong vy mo eKTEVN] OovAAvom kKot pe mow kprrhipre Oa yiver avt
avakatevhuvon.

Control rule: Kabopiler mdg va meplopiost v e€epyduevn Kivnon mov
dnuovpyeiton and ta honeypots.

Ta kpuriplo yoo v amwodoyn, TV avakatatevduvon kol Tov EAEYX0 NG OUKTLOKTNG
kivnong PaciCovion oe éva module. Too modules givor cuvapticelg ol onoieg puropovv
VoL 0VOADOLV TO TOKETO KO KOl 0ToPaGiLovV av EKTANPOVOLY GLYKEKPILEVO KPLTHPLo.
Ta modules mov vroopilerl péypt tdpa to honeybrid sivau:

Mod_random(): Eivot évo module to omoio tuyaio amodéyeton éva makéto. H
mBavotnTo diveton and pio TopaueTpo, yro mapaderypa to mod_random(0.1)
Ba amodéyetar to 10% TtV TakéTwy.

Mod_yesno(): Eivar éva module 1o omoio mdvto 0modéyetor 1| amoppinTet
TaKETa.

Mod_counter(): Eivatr éva module to omoio amodéyetot makéto HeTd omd Evov
optopévo aplud mokétwv ta omoio Oa Anebovv. o moapdderypo TO
mod_counter(3) 0o wpaypatorombei edv av 1 €xovv Anebei non 3 maxéta yio
TNV GLYKEKPIUEVT] CUVOEDT).

Mod_source(): Eivar éva module to omoio amodéyetot makéto povo omd VEeS
ip devBvveoelg. Mia ip dievbvvon n omoia Oa Tpocmadfoel va cuvdedel ToALEG
@opég oto honeynet B amopprebdei petd v devtepn TpooTadeLa.
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e Mod_hash(): Eivaw éva. module to omoio amodéyetar mokéto OV €YOovV
KOLVOUPLO TIEPLEYOLEVO, TO OTTOI0 CMUOIVEL TOV TO TEPLEYOUEVO TOVG dEV £XEL
Eavamepaoel amd avaivor. Avtd to module doviedel vroroyilovtag pia Ty
hash ywo kG0 mepieyOUEVO TAKETOV TOV AVOADETAL KOl KPATOVTOG Mo, Bdom
OEOOUEVOV [LE OAOL T YVOOTE TEPLEYOUEVA TOKETMV.

e Mod_control(): Eivon éva module yio vo meplopicel to 0plo TOV TOKETOV
Booopévo oty IP amoctorén. Ta makéto omoppimtovior Otov pio ip
OTOGTOAEN £YEL OTEIAEL TEPIOTOTEPQ TOKETA, OO Evay KoBoplopévo aptpd.

3.2 Yhomoinon hybrid honeypot pe OpenFlow

3.2.1 Ewaymyn oto mininet.

Mo Adyovg mAnpoTTOg yiveTon pia pkpn gwcaymyn oto mepiPdilov cto omoio Oa
TPAYLOTOTOOo0V 01 S1APOPES VAOTONGELS.

To mpdypapo 10 0moio YPMNGIUOTOMONKE Y1 TV TPAYLLOTOTOINGT] TOV TEPLOUATIKOD
uépovg eivar to mininet to omoio amotedel évav efopoimtn dSktvov. 'Exer
duvatdTTo va eKTeELEl TOVTOYPOVA £vaL GHVOLO OO TEPUATIKE, LETAYWYEIS, CLVOEGELS
Kot eEAeYKTEC oToV 1610 mupnva linux. To mininet mopdyel IKOVIKA pnyoviLOTO TO.
omoia potpalovtat Heydlo LEPOG TOL OPYLKOD GLGTNUATOG OTIMG TO VST OPYEI®V,
BpAodnkeg kot aAla mpoypauppata. Kabe unydvnuo mepropiletar oe pia omin
depyooio KeAOPOLS e To diko T Network namespace 6mov meptapPavet dieHbvvon
ip, wivaka dpopordynong, arp cahe kot GAAEG SIKTLOKEG TOPUUETPOVG.

Oa dei&ovpe Vv Aettovpyior Tov Mininet vroBétovtag 2 hosts, éva switch kot évay
controller.

Apykd tpéyovpe to mPdHypoupe MN uéco oto root network namespace kot ot
ovvéyela dnpovpyodvtar dvo bash processes, Eva yio tov hostl kot éva yia tov host2.
Metd o1 diepyaoieg torobetovvion og Egympiotd network namespaces, dnutovpyodvol
virtual ethernet pairs kot ZTOPAUETPOTOIOVVTOL KOTAAANAG TPOKEUEVOL VO,
EMKOVOVNOEL TO FOOt namespace e ta 2 véa network namespaces péocw avtmv. Amo
npoemAoyn To Switch tomobeteiton oto root namespace. O controller pmopei va givon
eite e€mTEPKOC Kot mpémel va kabopicovpe v Ip kot v 00pa Tov N} pmopel va givan
010 1010 punyavnua (loopback address), 6nm¢ ota mapadetypato Tov Oa VAOTOMGOVLLE.
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OF Controller

+TCP Mininet

sl-eth0 | sl-eth

A A
Veth Pair Veth Pair

Eocwtepikn dounr mininet yiwa 2 hosts, nyn[10]

Me to mininet pmopei kdmolog ypapovtag oe YAdcoo python va etiaet dikég Tov
dkTvokEG TomoAoyieg amd hosts, switches kot cuvdécemv pueta&b Tovg, OTMS ETio g Kot
VO TOPOUETPOTOMGEL TIG HETAED TOVG GOULVOEGEIS OMMG TNV  YOPNTIKOTNTA,
KOOLGTEPNOT, OVEKTIKOTNTO OTOAEIMV TOKETOV pe PEYIoTo péyebog ovpdg ta 100
noxéta. Eniong oa0étel eviodég yuo tn HETPNON TOV TOPAUETP®V TOL SIKTVOV, OTMG
T0 gVupog {dvng, v kabvotépnon, o uéyebog g ovpdg avapovie, otatioTikd tep
omwg ko ™ xpnon g CPU.

AwBéter ebkoha dnpovpyovueves tomoroyieg pécw tov CLI.

e sudo mn --topo single,N otv omoia éxovue eva. switch kot N hosts

e sudo mn --topo linear,N otnv omoia N switches cuvééovtar og gvbeio ypapun,
Kabe éva pe evav host

e sudo mn --topo tree,depth=M,fanout=N, 6émov &£yovue devopikn doun pe Padog
M kot ap1Bpd képPwv mov deiyvel o kdbe kOuPog, N

Baowég evrodég tov mininet givat ot:

e nodes: deiyvel 0A0VG TOL KOUPOVG

e dump: deiyver mAnpogopieg yio Tovg KOUPOLG

net: deiyvel g cLVOEGELS AVAIEGO GTOVG KOUPBOLG

xterm: avoiyet éva teppatikd yio kéOe host

help: deiyvel OAec TIg EVTOAEG

exit: mpayportomoteitan ££0d0¢ and To mepBaiiov mininet
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3.2.2 Yhomoinon hybrid honeypot etov pox.

Tpomonotovue to 12_learning switch tov pox, €161 ®oTe PETE b £VAV GUYKEKPLUEVO
apOuo packet in events ywo to low interaction honeypot, 6An n kivon te@v ToKETOV
avakatevBoveton pog to high interaction, 6mov low ko high givar 860 tuyaiot hosts
Tov Mmininet. Apywomotodue otov constructor g xidong LeaningSwitch to
self.counter=0 ko énerta n péBodoc _handle_Packetln éxet og e€nc:

def handle PacketIn (self, event):

counter limit=6

low ip="10.0.0.2"

high ip="10.0.0.3"

low mac="c2:d2:03:d7:52:24d"
high mac="12:99:59:3£:09:e1"
high port=3

idle t=30
hard t=30

packet =
myport =

event.parsed
event.port

mac_src=packet.src
if packet.type == ethernet.IP TYPE:
ipv4 packet=event.parsed.find('ipv4")
src_ip=ipv4 packet.srcip
dst ip=ipv4 packet.dstip
log.info("destination ip")
if str(dst_ip) == low ip:
self.counter+=1
print "the counter is %d" % self.counter
if self.counter==counter limit:
self.counter=0

msg

msg.
.match.dl type=0x800

msg

msg.
msg.
msg.
msg.
.actions.append(of.ofp action dl addr.set dst(EthAddr (high mac)))
msg.

msg

= of.ofp flow mod()
priority = 65535

idle timeout = idle t

hard timeout = hard t

match.nw_dst = IPAddr(low_ip)
actions.append(of.ofp action nw addr.set dst(IPAddr(high ip)))

actions.append(of.ofp action output(port = high port))

self.connection.send(msqg)

msg

msg.
msg.
msg. _ _
.hard timeout = hard t

msg

msg.
.actions.append(of.ofp action nw addr.set src(IPAddr(low_ip)))
msg.
msg.
msg.

msg

= of.ofp flow mod()
priority = 65535
match.dl type=0x800
idle timeout idle t

match.nw_dst = IPAddr(src_ip)

actions.append(of.ofp action dl addr.set src(EthAddr(low mac)))
actions.append(of.ofp action dl addr.set dst(EthAddr(mac src)))
actions.append(of.ofp action output(port = myport))

self.connection.send(msq)
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Emumiéov Brpiodkec mov yperastnkay:

from pox.lib.packet.ethernet import ethernet
from pox.lib.packet.ipv4 import ipvi4
from pox.lib.addresses import IPAddr, EthAddr

XPpNOOTO0VVTOL 01 GUYKEKPIUEVEG PIPA10ONKES TPOKEWEVOL VO UTOPECOLE VO
ene€ePynoTOVUE GTO ECMTEPIKO TOV TAKETOV d1eLHHVGELG MAC Kot Ip.

APYIKOTOMGELS TOV KOOIKA:

counter_limit: ywa to méoa packet in events 6o yivovv otov controller and évav
ovykekpévo host uéypt va kavet avokotehbovven g kivnong

low_ip: 1 ip Tov honeypot younAng arAAnAeniopoong

high_ip: n ip tov honeypot vyning aAAnAenidpaong

low_mac: n mac dievBvvon tov honeypot youning aAAnAenidpaong

high_mac: n mac siev8vven tov honeypot vyming eAlnienidpaong

high_port: 1 6bpa tov switch otnv omoia &ivor dvvdedepévo to honeypot
VYNNG aAANAETiOpaoNg

idle_t: eivon 7o idle timeout ywo tovg kavoveg, dnAadn oe mdoo ypovo Oo
daypopodv amd to Switch av dev vEapyel Kiviion TOL VO IKOVOTOlEL TV
OVTIOTOTY1OT GTOV TTivaKo por|g

hard_t: eivar To hard timeout yioa tovg kavovee, dniadn o€ mOGo ypdvo Oa
dtaypagovv amd to SWitch ot kavoveg, oTidNmote Ko av cvpPet

H péBodog handle Packetln viomoiei tov e€nfjg alyéprOpo:

Evtomiler v 60pa Tov switch amd v omoia tponAde 10 e16EpYOLEVO TAKETO,
v mac Jdevbvvon amoctoréa Kot v Ip devbvvon amocToréa Kot
TOPOANTTY).

Av o mapoinmng eivor To honeypot yauning arAneinidpoong, tote Eekiva va
av&avetal o LETPNTIG.

Otav o petpnmg @tdoetl éva cuykekpipuévo Oplo packet-in events amd tov
emTBEUEVO, Umaivel o€ Asttovpyic O UNYOVIGUOS avakaTevBouvong pe v
gykatdotaon ovykekpiuévov kavovov oto switch (Flow Modification
Message).
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Flow Modification Message

1) Eav n owevbvven mpoopiopod  eivan  Tov  honeypot  yopniig
aAiniemidopaong:

e AMGCer v ip address mpoopiopod amd tnv ip tov honeypot youning
aAANAentidpacnc otov honeypot vyning aAinieniopoong.

e AMGCer tnv mac address mpoopiopod amd tnv mac tov honeypot youning
aAANAETidpacng otov honeypot vyning aAinienidopaonc.

e [Ipowbeito TokéTO MOV TPOOPILOTAV Y1 TO honeypot yauning aAAnAeniopoaong
oty 00pa otV omoia ivar cuvdedepévn To honeypot vynAng aAAnienidpacng.

2) Eav n d1e00vven mpoopiopod givar avti) Tov emtif<pevov,£Tol 6mmg £xan
amoOnkevtel ot peTafinTiy Src_ip:

e AMGCer v ip address tov honeypot vyning oAinieniopaone, 6€ avTH TOV
XOHMANG.

e  AM\GCer v mac address tov honeypot vyning oAAnienidpoons, o€ ot TOV
XOHMANG.

e ¢tel v mMac devbuvon Tov TPOOPIGHOV, MG MAC_SIC, €16l OMMG EXEL
arofnkevtel oV apyn..

o Xtédvel o makéTo amd Ty BOpa Tov Switch myport, 1ot Omwe éxetl amodnkevTel

otV apyn.

INUROVTIKES EMONUAVOELS GYETIKG UE TV VAOTTOINON:

Ta honeypots dev vrmotifetanr oti mpémel va d€yovtar kivinon dedopévav, omoTe 1
omowdNToTE Kiviorn kataypoesi Oswpeiton kakdBovin, dpa ko kdOe packet in event
otov POX Bewpeiton anotédeospa enibeong.

Ta priorities &yovv tebei oV TIun 65535 wov avtrpocwrevet full match, dniaon kot
ta 12 medio TG TovTANG TG EYYPAPNS. AvTd o@eileTon oty Aoyikn tov 12_learning
nov givar €10t ypappévo mwote va kavel full match, oty mepintmon tov 12_pairs Oa
umopovoape vo 0écovue oto priorities oe omoleodNTOTE PEYOADTEPEG TIUES OO T
priorities towv flows kavovikng Aettovpyiag. Eniong n cepd pe v omoia avaivetat to
TOKETO OTOV KOOWKO, YIVETOL GOUE®OVO HE TN OCEPA TOL £XEL LTOOELTEL OTA
dwaypdppoto porig tov matching tov OpenFlow.

Avaxotevbovvon pong pmopet va yiver o ICMP, UDP xot TCP traffic pe to puovn
napatipnon oti o TCP traffic dev umopodpue va avoamapdyovue o 3-way handshake
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Kot dpa 1) GUYKEKPIUEVT] GVUVOESN M OTTOTOL VITAPYEL TN CTLYUN TG avakatehBvvong Oa
drokomet.

Epeic Ba vrobéoovpe oti oto mininet o hl givon o emtbéuevog, o h2 1o honeypot
yopmAng oAAniemidpaong kat o h3 to honeypot vyning aAinienidpacng oto omoio Ha.
yiver n avaxoatevBovvon g Kivnong. v apyn to npayuatonoovpe yio ICMP kivnon
ko émetta kot yioo UDP pe m Bonfewo evog UDP honeypot yio va éxovpe mo kaAd
OTOTEAECLLATOL.

To woéco ypryopa Ba yiver n n avaxatebOvvon eEaptdton amo 6vo mapdyovroc. O
TpdTOC givar 1 petaPAnty counter_limit wov meprypdpet ta méco packet in events
ypewalovtal vo mpoypotomomBbovv otov  controller mpokewévouy vo yiver
avakatevBuvon kat ot petaPintéc msg.idle_timeout ko msg.hard_timeout ot omoieg
TEPLYPAPOVY Y10 TOGO YPOVIKO dtdotnua eykadiotaviol yypapéc oto Switch og
KOVOVIKT Agttovpyia Kot £Tot dev otéAvovtat Takéta otov controller.

H tomoAoyia ka1 cuvdeon pe tov controller yivetan pe tnv vioin

sudo mn --controller=remote,port=6633 --topo single,3

"o controller oto tomkd pnydvnua kot Eva switch pe 3 hosts cuvdedepévong oe
avtd. [apatiBeton kot oyfua g Tomoroyiog.

Ot gyypagég mov givar amodnkevpéveg oto switch eppaviCovton ypagpovrag dpctl
dump-flow cto mininet.

EAeyktc POX
Port 6633

Loopback (127.0.0.1)

sl OpenFlow Switch

sl-ethl sl-eth2 sl-eth3
h1-ethO h2-eth0 h3-eth0
h2 h3
Emmbépievog Honeypot yopmAng Honeypot vymaiig
aAANAETIOpOONS aAinAemiopacg
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Apykomoinon
(Avti ywo log.debug prvopa kavape print yio vo vor o gvdidkpitoc o optopdc tov
packet-in events)

File Edit Tabs Help

kostas@kostas-VirtualBox:~/pox$ ./pox.py log.level --DEBUG forwarding.hybrid
POX ©.2.0 (carp) / Copyright 2011-2013 James McCauley, et al.

DEBUG:core:POX ©.2.0 (carp) going up...

DEBUG: core:Running on CPython (2.7.10/0ct 14 2015 16:09:82)

DEBUG: core:Platform is Linux-4.2.0-16-generic-x86 64-with-Ubuntu-15.10-wily
INFO:core:POX ©.2.0 (carp) is up.

DEBUG:openflow.of 8l:Listening on ©.0.08.0:6633
INFO:openflow.of_©1:[00-00-00-00-00-01 1] connected

DEBUG: forwarding.hybrid:Connection [0@-00-00-00-00-81 1]

x "Node: h1"
rootRkostas—VirtualBox:~# ping 10.0.0.2J

x

ootPkostas—VirtualBox:"# tcpdump icmp

cpdump: verbose output suppressed. use —-v or —-vv for full protocol decode
listening on h2-eth0. link—type EN1OMB (Ethernet). capture size 262144 bytes

X

-oot@kostas-YirtualBox:"# tcpdump icmp
cpdump: verbose output suppressed. use —v or —vv for full protocol decode
listening on h3—-eth0, link—type EN1OMB (Ethernet). capture size 262144 bytes
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Ping eto honeypot youniig aiinieriopaong (h2)

File Edit Tabs Help

kostas@kostas-VirtualBox:~/pox$ ./pox.py log.level --DEBUG forwarding.hybrid
POX ©.2.0 (carp) / Copyright 2011-2013 James McCauley, et al.
DEBUG:core:POX 0.2.0 (carp) going up...

DEBUG:core:Running on CPython (2.7.10/0ct 14 2015 16:09:02)
DEBUG:core:Platform is Linux-4.2.0-16-generic-x86 64-with-Ubuntu-15.10-wily
INFO:core:POX 0.2.0 (carp) is up.

DEBUG:openflow.of ©l:Listening on 0.0.0.0:6633

INFO:openflow.of 01:[00-00-00-00-00-01 1] connected

DEBUG: forwarding.hybrid:Connection [00-00-00-00-00-01 1]

DEBUG: forwarding.hybrid:installing flow for c2:d2:03:d7:52:

INFO: forwarding.hybrid:destination ip

the counter is 1

DEBUG: forwarding.hybrid:installing flow for ©e

INFO: forwarding.hybrid:destination ip

DEBUG: forwarding.hybrid:installing flow for c2

DEBUG: forwarding.hybrid:installing flow for c2

DEBUG: forwarding.hybrid:installing flow for @e

x "Node: h1" - +

bytes icmp_seq=3 ttl=64 time=0.064 ms

bytes >: icmp_seq=4 ttl=64 time=0.061 ms

bytes icmp_seq=5 ttl=64 time=0.065 ms

bytes icmp_seq=6 ttl=64 time=0.065 ms

bytes icmp_seq=7 ttl=64 time=0.055

bytes icmp_seq=8 ttl=64 time=0.062 ms

bytes icmp_seq=9 ttl=64 time=0.064 ms

bytes icmp_seq=10 ttl=64 time=0.061 ms

16:40:45.907443 1P 10.0.0.1 > 10.0.0.2: echo request, id 21769. seq 9. leng
echo reply. id 21769. seq 9. length
echo request., id 21769. seq 10. len

echo reply. id 21769, seq 10. lengt

ootRkostas—VirtualBox:"# tcpdump icmp
cpdump: verbose output suppressed, use —v or —vv for full protocol decode
istening on h3—-eth0. link—-type EN10OMB (Ethernet). capture size 262144 bytes

Ko ov avticToyeg eyypagéc oto switch.

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=7.423s, table=0, n packets=8, n bytes=784, idle timeout=10, hard timeout=10,
idle age=0, priority=65535,icmp,in port=1,vlan tci=0x0000,dl src=0e:72:12:57:33:90,dl dst=c2:d2:03:
d7:52:2d,nw src=10.0.0.1,nw dst=10.0.0.2,nw tos=0,icmp type=8,icmp code=0 actions=output:2

cookie=0x0, duration=7.420s, table=0, n packets=8, n bytes=784, idle timeout=10, hard timeout=10,
idle _age=0, priority=65535,icmp,in port=2,vlan_tci=0x0000,dl src=c2:d2:03:d7:52:2d,dl _dst=0e:72:12:
57:33:90,nw src=10.0.0.2,nw dst=10.0.0.1,nw tos=0,icmp type=0,icmp code=0 actions=output:1
mininet> [j
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Avokatevduvven TS Kivieng 6to honeypot vynig alinieniopacng
(h3) petd amd 6 packet in events amé tov iowo emTiO<pevo (hl).

File Edit Tabs Help

DEBUG: forwarding.hybrid:installing flow
INFO: forwarding.hybrid:destination ip
the counter is 4

DEBUG: forwarding.hybrid:installing flow
INFO: forwarding.hybrid:destination ip
DEBUG: forwarding.hybrid:installing flow
INFO: forwarding.hybrid:destination ip
the counter is 5

DEBUG: forwarding.hybrid:installing flow
INFO: forwarding.hybrid:destination ip
DEBUG: forwarding.hybrid:installing flow
DEBUG: forwarding.hybrid:installing flow
DEBUG: forwarding.hybrid:installing flow
INFO: forwarding.hybrid:destination ip
the counter is 6

DEBUG: forwarding.hybrid:installing flow
DEBUG: forwarding.hybrid:installing flow
DEBUG: forwarding.hybrid:installing flow

[
(=]

icmp_seq=103
icmp_seq=104
icmp_seq=105
icmp_seq=106
icmp_seq=107
icmp_seq=108
icmp_seq=109
icmp_seq=110

bytes
bytes
bytes
bytes
bytes
bytes

[y
<
QO QOO QOOQ

COOOOOOO
MR MN

bytes
bytes

:52:12.399597 . . 10.0.0.2: request, id 21914, seq 100. le
-52:12.399619 . . 10.0.0.1: reply. id 21914, seq 100, leng
:52:13.402291 . . 10.0.0.2: request, id 21914, seq 101. le

npgth 64
16:52:13.402314 . . 10.0.0.1: reply. id 21914, seq 101, leng

.409604 . . . : request. id 21914. seq 109. le
.409623 . . . : reply. id 21914, seq 109. leng
:52:22.410906 . . . : request. id 21914, seq 110. le

ngth 64
16:52:22.410927 . . . : reply. id 21914, seq 110. leng

Ko ov avticToyeg eyypagés oto switch.
(O emmbépevog dev PAEmel kapio dtapopd, Kab’6An ™ didpketo vouilel 0Tt Kavet
enifeon oto h2.)

NXST_FLOW reply (xi 4):
cookie=0x0, duration=19.094s, table=©, n packets=18, n bytes=1764, idle timeout=30, hard timeout=3
0, idle age=1, priority=65535,ip,nw dst=10.0.0.2 actions=mod nw dst:10.0.0.3,mod dl dst:12:99:59:3f

:09:el,output:3

cookie=0x0, duration=19.093s, table=©, n packets=19, n bytes=1862, idle timeout=30, hard timeout=3
0, idle age=1, priority=65535,ip,nw dst=10.0.0.1 actions=mod nw src:10.0.0.2,mod dl src:c2:d2:03:d7
:52:2d,mod dl dst:0e:72:12:57:33:90,output:1

mininet> [
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3.2.3 AvakoarevOvven DNS kivnong.

Oa ypnolpoTocovpe o TePBaiAov mininet Eovd oe avTH TNV TPOGOUOI®OT KoL
eniong yvopilovpe oti ot hosts popalovtor o file system. Eykabiotovpue to dns.py
nov givanr DNS honeypot kot to minidns 0.3 wov givar amAoikog dns server. IMapokdtm
napatifetan kot chvioun ewoaywyn oto DNS.

To DNS (Domain Name Sytem) givat éva 1epapyikdé GOGTNUO OVOUAT®OV TO OTOi0
ovoyetilel 01dpopa ovopata Tov £XovV 0modobel GTOVG XPNOTES TOV HASIKTVOV LLE TIG
devBvveoelg ip. Ot DNS servers avaAapupdvouv va KGvouv auTh TV ovTIGTOl 1o KoL 1|
dovAetd Tovg givan va. amavtave oe DNS gpotmuata (DNS queries) mov yivovtot oo
To0vg ypnotes. Ta ovopata ympov (domain names) amoteAovvtor amd akoAovdieg
YOPOKTNPpOV ot omoiot dwywpilovion petald Ttovg pe Teheleg ko KABe TeEAEin
AVTITPOCHOTEVEL aALYT 0OVVNC TN droyeipton Tov Ydpov ovopdTey. Ot TANPOPOPiES
OYETIKA UE TNV avTioToiyton ovopdtov o€ IP kot yevikd omotadnmote GAAN TAnpogopia
apopd og ovopata y®pov, epeaviletol péco oe pia {ovn ved ™ HOPPN EYYPAPDOV
(Recource Records). Emiong ot DNS servers akoAovBovv cuykekpuyévn tepapyio
YOPIGUEVN OGS Y10l TAPAOELYLOL OTTEIKOVILETO TAPAKAT®.

Reat

Subdomain
wanaa. Host A

[Mapdaderypo iepapyiog DNS, myn [11].
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Tvomolw DNS servers:

e Authoritative DNS

"Evag authoritative DNS server givai évag S10KopoeTtig 0 0m0i0g amavTé 6€ EPOTHUATO
v 115 {oveg Yo TG omoieg etvat vevBvvog. Yrapyovv ot master DNS ot onoiot £yovv
v 1o TpodcPatn TAnpogopia otic DNS eyypagéc toug kot o1 omoiot dtapotpalovy ta
apyeio otov slaves DNS péow g dwdikaciog zone transfer. Xe mepintwon mov
TPOKELTOL Vo Yivel aAhayn| oTIG YYpaeég TG {dvng ot Master evnuepavovtol TpmTol
KOl LLETA EVILEPDVOVV Kat TOVG Slave, ot 0moiot amoTeAovV EPESPIKE LY OVALLOTO, TOV
master.

e Recursive and caching name

1t Bewpio o1 authoritative servers gtévouv yio T Aettovpyio tov internet. Opwmg pe
novo tovg authoritative servers vo Aettovpyotv, kabe DNS gpdtnpo mpénet va Eexva
pe avadpoutkd epotipata omd v root {ovn tov DNS kot kdbe vroroyioTikd
ocvotnpa Ba Enpeme va £xel Tn dSvvaTOTNTA VO KAVEL avadpopikd epotipata. T va
BeAtiwbel 1 emidoomn, Yo va meplopiotei 1 DNS kivnon oto internet kot va avénbei n
ambdd00n TOV EPUPUOYDV T®V Ypnotdv, vrapyovv ot DNS cache servers ot omoiot
kpatave eyypagés DNS yuo éva cuykekpipévo ypovikd dtoto mov kabopiletal amo
mv T time to live mopauetpo. Emiong ou caching DNS servers (DNS caches),
EKTEAOVV avadpopkd adyopBuo av ypetdleton Eexvavtag amd tov DNS root, péypt
Tovg authoritative servers tov ke domain. O cvvdvacudg tov DNS caching kot tov
avadpoUIK®OV  epotnudtov, cvvnbmg mpaypotomoleiton poli, oAAd pmopel o
EEXYOPIOTA OV VITAPYOVV GLYKEKPIUEVEG OTOLTICELC.

e Forwarding

O1 forwarding DNS servers, givat dtokopiotég ot omoiot Tpowhovv ta DNS epmtipata
o€ recursive S10KoUoTEG OVOUATMV Kal TIC amavtioElg Tig amodnkedovv oe cache. To
TAEOVEKTNUA EIVOL 0TI pmopel To cOoTNUA Vo EKUETOALEVTEL TNV TOoTKY| cache, ywpig
VoL YPELNOTEL VO KAVEL T1) OOVAELL TV OVOOPOUIKADV EPMTNGE®V Kl VoL TNV ovadECEL Gg
KAmolo GAAo cOGTNA, TO 0010 Bal AVaAGPEL TO GLYKEKPLUEVO POPTO.
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Eyypagéc DNS - Resource Records

Ot eyypagég mopov amodnkevovtal oe apyeio (apyeia {dvng) otovg e&uanpetnTéc
OVOUATOV.

Tomog RR: (hame, type, class, ttl, rdata)

SOA (Start of Authority): Kafopilet tnv enionun minpoopia yia po {dvn DNS 6mmg
ToV KOplo e&umnpent) ovopdtov, ™ devbvuvon email Tov dayelploti T TEPLOYXNS
Kot TOALA XpOVOUETPO GYETILOUEVA LE TNV AVOVE®GT TNG TANpOoPopiag CdvNG.

NS: Mg v gyypaen Name Server kabopilovtar ot authoritative servers ko Oa mpénet
va opiCovtal tovAdytotov dvo, Evag master kot Evag slave.

- name givai n mepoyn (m.y. foo.com)

- rdata givon 1 dievBvvon ip tov emionuov hame Server yio, Thy meployn

MX: Mg v gyypaen Mail Exchange kaBopilovtar ot dwakopiotég e-mail ot omoiot
eELTNPEOVV TNV NAEKTPOVIKT OAANAOYPOQio Yio TO cvuykekpiévo domain.
- rdata eivon to 6vopo Tov mail server wov oygtiletan pe To hame

CNAME: Mg v eyypaen Canonical Name kafopifovpe yevdmvopa yio to domain
names.

- name &ivol 10 YELOMVLUO Y10, KATO0 «ETIGLO» OVOUN

- rdata givon to emionpuo (canonical) 6vopa

A: Ot gyypapég A Tpoyatomotovy TV avTioTtoiyiorn twv domain names ce d1evfHvoelg
IPv4.

- name givat o dvopa tov host

- rdata eivon 1 dievBvvon ip

AAAA: Ot gyypogic anTEG TPAYLOTOTOIOVY TNV avTioToiyion Tov domain names ce
IPV6 d1evbivoers.

DNS honeypot — Udpot (dns.py)

H 18éa nicm and to cvykekpyévo honeypot ypaupévo o python, ivor oti Aettovpyel
oav forwarding DNS server, o onoiog otédvel ta queries ce evav dAhov dns server o
omoiog Ko pmopei va e&umnpetiost Ta epothpato. Eriong vdpyet n dvvatotnta vo
npomOndei cvykekpuévog aplBudc DNS punvopdtov and cuykekpiévn ip kot yio to
VEOAOUTO VO AELTOVPYEL MG «KaTABDOpO» UnVLHAT®V, Yopic va to TpowmOEl.

58



YT1¢ TopapETPOLG TTOL TTaipveL Ot TPEYEL To honeypot, to kuptdtepo gival va oploTel
n ip devBvvon tov DNS server mov Oa amokpifel ota DNS gpwtiuato. ITpoarpetikd
etvor n udp mopta oV omoio Ba axovet to dns honeypot, o apBuds TV epTUATOV
amd cvykekpluévn ip mov Ba Tpowbncel 0pod otapatnoel va Tpombel unvopata yio
TPOTN QOPa, Yo TOG0 Xpovo Ba cuveyioel va unv mpowbel, dnwe emiong Kol To va
enpaviCel otnv 006vn To dns epoTiuaTa.

Minidns 0.3

[Tpdkertan ywo Evav omdAd DNS server pe rest AP, pévo yio va dovAevel otnv Tomikn
otoifa tov pnyaviuatog (localhost). Emiong mpooeépel dvvatdmmro yio va Kavet
avadpopka epmthpata kot (recursive dns server), aAld eniong pnpei va Béoel véa
authoritative domains kat A records to. onoia givot Sto0£c1po TOTIKA.

Hapaperpomoinon tpoypappdtmy.
Avapopikd pe v mapapetpomoinon tov Minidns server kot dnuiovpyio tov A record.
minidns start
minidns add kostaschartsias.com
minidns record kostaschartsias.com a www 192.192.192.192
I"a o UDpot

python dns.py —v —p 53 127.0.0.1

-V glvan yro vo, BAémovpe oty 006vn ta dns epothipata, -p 53 yio vo akoveL 0TV TOPTO
53 kot onv 127.0.0.1 otéhvel Ta epoTHOTA TOL TPEYXEL TO MINidNs.

o ta dns requests €yovpe to €&ng bash script, oto omoio {ntape amd tov host 2
(10.0.0.2) va pog kaver resolve to dvopa www.kostaschartsias.com to omoio giyoye
glodyel 6To minidns.

#!/bin/bash

while true

do

dig www.kostaschartsias.com@10.0.0.2
sleep 4

done
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Aol aprooue apket opa vo tpé€el to Script, €idape oti dvimg ta DNS queries
avakatevfvovoviay cwotd amd to h2 oto h3.

[Mapoxdtm mopotibeTor Kot oYeTIKN £1KOVa £merta omd avakatevBuvon amd to h2 oto
h3.

:: flags: qr aa rd ra ad: QUERY: 1. ANSMWER: 1. AUTHORITY: 0. ADDITIONAL: ©

:: QUESTION SECTION:
:www.kostaschartsias.com. IN

:: ANSHER SECTION:
www .kostaschartsias.com. 3600 IN 192.192.192.192

: Query time: 17 msec

: SERVYER: 10.0.0.2#53(10.0.0.2)

: HHEN: Mon Nowv 23 1/:32:54 EET 2015
: MSG SIZE rewd: 57

[l
T Node: h2"

{'src_ip’': u'10.0.0.1", 'dns_name’: u'www.kostaschartsias.com'. 'dns_cls': u'IN’

"dns_type': u'fA'., 'src_port’': u'35169'}

{'src_ip': u'10.0.0.1", 'dns_name':
. 'dns_type': u'fA', 'src_port’: u’'35169'}
{'src_ip’': u'10.0.0.1"', 'dns_name’': u'www.kostaschartsias.com'., "dns_cls': u'IN’
. 'dns_type': u'A’., 'src_port': u'5097/7'}

', 'dns_cls': u'IN’

u'uwww.kostaschartsias.c

{'src_ip': u'10.0.0.1"', 'dns_name': u'www.kostaschartsias.com'. 'dns_cls':

., 'dns_type': u'A’, "src_port': u'42561'}

{'src_ip': u'10.0.0.1"', 'dns_name': u'www.kostaschartsias.com'. 'dns_cls':

. 'dns_type': u'f', 'src_port': u'50977'}

{'src_ip': u'10.0.0.1"', 'dns_name': u'wuw.kostaschartsias.com', 'dns_cls':
"dns_type': u'fi’. 'src_port’': u'58000'}
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DDoS detection pe Tov controller POX

4.1 EmOéoeig Apvnong Yanpoiog (Denial of Service Attacks)

Ytovg voAoylotég pia emibeon DoS (Denial of Service) sivar éva €idog emiBeong n
omoio. €€l WG OKOMO VO KATOOTNOEL £VOV LTOAOYIOTH] avikavo vo Oeytel GAleg
owvdéoelg and dAlovg vroloylotés. Mio kataveunuévn emifeon DoS (Distributed
Denial of Service) givar pia enibeon DOS 1 omoia yiveton and mepiocdtepeg omd pio
KoL OPKETES POPES YAddeS povadikés otevBuvaelg IP. Xy mepintwon tov DDoS o
emTifépevog £xel VIO ToV EAEYYO TOV €vav aplOUd amd VTOAOYICTEG TV OTOIMV £XEL
anoktnoel TpodcPaon, ot omoiot ovoudlovtar bots 1 zombies. Ot opddeg voroyioTdOV
mov ypnowomotovvtan yio embéoelg ddos, to Aeyoupeva botnets amotehodv v
LEYOADTEPT OMEIAY] GTO SLadIKTVO, OKOUO TEPIGGHTEPO Omd TO SPam, Tovg 10v¢ i Ta
worms.

To kowod yeyovog otic dupopeg emBécseig DDOS eivar 1 acvvhbiot xivnon n omoia
OTEAVETOL GTOV OTOYO0. Z€ KAVOVIKES cLVONKeES vTdpyeL Eva potifo otnv Kivnon tov
SIKTVOV Kot £vOL GLYKEKPLUEVO Op1o ¥prions e0povg Lavng. Edv vmapet kbmota Eapvikn
avénomn oty diktvakn Kivnon, oty kabvotépnon deiEng takétmv, oty ypnon CPU
N Kémo TTMOGN STV Ardd0CT TOL OIKTHOL WTO Uropet va Bewpnbel ®g acvvndicto
YEYOVOG Kot To 01010 gvtomileTat amd £va cvotnua eviomicpod DDOS embécewv.

Atta cke§

\ ~

Controller g

B &Q\@% %’?ﬂ%

DDoS Attack, mtnyn [12].
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Baowa 1on DDoS emBéoemv:

e HTTP flood: Ot emBéoeic avtéc mpoyuatonoovvIol ue Tov emtifépevo vo
otéAvel eite GET eite POST requests tov mpwtokoiiov HTTP cuvyvd amo
TPOMOTOMUEVEG O1EVOVVOELS TP Ko TPoHTOBETOVY KAAN YVOGN Yo TO TMG
Aertovpyel éva Site and tov emTiOéuevo. e yevikég ypoppéc ivat mo dOGKOAO
va vAomomBovv og oyéon pe dAdeg embéoelg, oAAG amattovy Alydtepo €0Hpog
Covng ko evromilovtar mo dvokoia. Adywm tov oti ta POST requests
neptloppdvouy mapopétpoug (mopadsiypatog yxdpn mpdécPacn oe Pdon
dedopévmv), cvvnbmg ypetdlovtol mteplocdtepr encsepyosio and Tov Server
a6 6t pe 1o GET, ondte etvan kou o amotedespatikng enifeon. And v GAAn
peptd too GET requests sivor mo ovviOn, yati givor moAd wo amdd va
vAomomBovv og ko ypeldletar mapadeiypatog yapn éva link o eikovag 1
yvoon Tog yivetar avaltnon nepieyouévon oe éva. site (?s yio WordPress péoco
oto Uurl) kot €161 omoloodnmote emoképtetal to Site otéhvel ko éva GET
request mov mpoxoAel CLUPOPNOT GTOV SErVer.

e DNS flood: H cuykekpipévn enifeon Paciletor 6téAvovtag ToKETO, GLYVE 00
TPOTOTTOMUEVES IP d1evOHVOELS TaL 0Tola KAvouv GuveXOUEVa ANS EPOTAILOTA GE
evav dns server ta onoio e&£avtAodv Tovg TOpovs Tovg (CPU, memory). Eniong
wo katnyopio enibeong DNS flood givar 1 DNS NXDOMAIN flood attack
otV omoia o emtifépevog yepilet tov DNS server pe epotmuota yo yypopég
ot omoieg dev VAP ovV 1| Oev elvar £yKvpeC.

e UDRP flood: Eivat éva €idog enifeong oto omoio o emtifénevog otéAvel évay
ueyaro aplud maKETmV, GLYVO G0 TAPATOUEVES IP d1EVOVVGELG G€ TVYOiES
TOPTEG TOL UNYUVILOTOG, LE ATOTEAEGILO TO UNYAVLLOL VO YPNGILOTOEl TOPOVG
TPOKEWEVOD VO EVIOTIGEL OV  LEAPYOLV Obécyleg VINpecie oTIg
ovyKekpuéveg mopteg. To unydvnuo emiong mpénel va oteider Destination
Unreachable moxéto og¢ amdvimon yw kabe eicepyopevo maxéro. Kabmbg o
aplOUOC TOV EGEPYOUEVD TOKETOV aVEAVETAL, 1 KOBVOTEPNON AVEAVETOL KOt
070 TEAOG TO UNydvnuo 0ev UTOpEl va eEVTNPETNGEL AAAOVS YPTOTEG.

e SYN flood: Xg avty v mepintwon o emrtiBéuevog Eekiva TCP ovvdéoelc,
otélvoviag SYN mokéta otov 6tdyo aArd dev otédvel wicow ACK yuo va
wpaypatoromOei n tppepng xepayia. 'Etot to unydvnuo tov déyetar emibBeon
nepluével ypnoomotel mopovg mepyévovtag v omdvinon ACK amd tov
EMTIOEUEVO OLOTNPEL TIG GUVOEGELS «NULAVOLYTES) KOl GTATAAN AGKOTA TOPOLG.

e ICMP flood: O emtibépevog otédvel moAld icmp echo requests (evtoAn ping)
KOl 0 6TOY0G OTATAAG TOPOLG oTéEAVOVTOG TTiom echo replies.
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e Reflection attacks: Edd o emtibépuevog mapamotei v ip 0mootodng €Tl hote
va potadet pe tov otdyo Tov omoio BéAel va mAn&et. H Aoyikn 6@ moAAEC popég
ompiletan ka1 otnv Aettovpyion Tov amplification, dniadn ypnowomorel
TPOTOKOALO GTO OTOI0 1M €PMTNON OEV TEPLEYEL TOAAA OEOOUEVO, OAAAL M
OTAVTNON UTOPEL VO TEPLEXEL TOALEC POPEG LEYOADTEPO TOKETO OO OVTO TNG
epMOTNONG. XOPOKTNPIOTIKA TPMOTOKOAAN GTO. OTOI0 YPNOUOTOIEITOL OVTN M
enifeon eivon o DNS ko NTP. Zto DNS reflection, n teyvikn amplification
umopel va givor gite ¥pNOLOTOIOVTAG TNV TPOEKTAoT TpwtokOAAov EDNSO
DNS oto DNS request mov diver T dvvatotnta yio peyaio DNS punvopata,
elte v mpoéktaot kpurroypapeiog Tov DNS (DNSSEC) yio va avénbel 1o
péyebog Tov unvopatog, eite ta epothuata va givat tov Tomov “ANY” 1o onoio
EMGTPEPEL OAEG TIG TANPOPOPIES Yo TV YVOSTH LDV, LTV TEPIMTMOOT TOL
NTP maiiég exdooelg tov NTP vmootpilovv vanpecio mopakoiovdnong n
omoia divel TN SLVOTOTNTA GTOVG JLUYEPICTES VO GTEAVOLV EPWTNLOTO GTOV
NTP server ywo pétpnon g Kivnong. Me v gvtodn monlist otélvel epdTHQ
Kol emotpéPovtot ot tedevtaiol 600 vroroyiotég mov £xovv cuvoebel otov NTP
server. 'Etot alAdlovtag o emtiBépuevog tnv Source ip, o€ ip tov 6tdyov £yovus
reflection kot amplification emBeon padi.

4.2 Teyvikég evromopov DDoS.

1o dikTva IP VTAPYEL CLYKEKPIUEVO €VPOC LMVNG KAl GUYKEKPLUEVT] VITOAOYIGTIKY
1oY0¢ YL TV €KAoTMTE dIkTLOKY] Kivnon. Otav kdmolo yopaKTNpIoTiKé TOL OIKTOOV
VOIoTOVTOL GTOTIOTIKY avdAvon 10Te Yy KaBe pioe moapdperpo epeoviCeron
ovykekpiévo potifo. ‘Oco peyordtepo eivoar 10 ypovikd OdoTnua 610 0moio
TPOYUOTOTOLEITOL 1] GTATIGTIKY avAALGT), TOGO To a&ldmoTo gival kot o potifo.
Ouwg avtd gvar cwotd povo eav 1 Kivnon givor otabepn evod av vtapyovy LETAPOAES
ol omoieg eivol aveKTEC C KOVOVIKY Kivnom, pokpompdbeospo to otatiotikd Oo
otafepomomBovv Kot dev uropovv va BewpnBovv ¢ teleing aSiomoTa.

H ovlloyr dedopévov, 10 QIAMTPAPICHO Kol 1) €MEEEPYOCIO OVAOUOANG OIKTLOKYG
ocoumepupopds mpooeyyiletar pe Odpopeg teyxvikés. H otoatiotiky avaivon Kot
unyoviky palnon tvat 6vo amod tig kuprdtepec pebddovg.

e Xtatiotikny av@ivon onwg n Evipormia kot ot Chi-Square teyvikég, éyxouvv
TPoTadel Yio EVIOMIGUO TNG AAAAYG GTI OIKTLOKTY] KivioT).

H eviponioa mopovcialer 1o mokéto ¢ aveaptnta oOuPoio mAnpogopiog e
Eeywprotég mbovotteg eueavionc. Eivan évog mold kowdg tpomog DDOS detection.
Emiéyovtag mapabupo makétmv cuykekpipévou aptfpot, 10000 yio mopdderypo Kot
HETOKIVAOVTOG TO TPOG TO, UTPooTd, £va potifo epeaviCeton pe mbovotnteg yio kabe
€100¢ maéTov. Meydheg OAAAYEC GTO YOPOUKTNPLOTIKA TOV TAKETMV 6€ KAOE Topadvpo
TOKETOV ONUAVOLV OTL KATTowo ovepaAio cupPaivel 6To diKTvO.
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Edv évog ouykekpiuévog thmog emifeong avapévetot Kot o TOTOG TG EMKEPAAIDOS TOV
TOKETOV €lvarl yvwotdg 10te 1o povtédo Chi-Square givon kaAdtepo. o mopddetyua,
eav avapéveror enibeon TCP SYN flood tote kavovtag detypotolnyio oto mokéta Kot
petpadvrag tov apfud tov TCP SYN emkepariiowv Ba pog dmoet éva potifo tov pésov
apBpov tétolwv emkePaAidmv. Omoladmote amdKAon and ta cuvinOn Oplo eivor
évoelEn emibeong.

B 2
X2 = Z (Nl B ni)
i=1 1

H anondvem eicmon givar yvoot wg Chi-Square. N; givat o aptfudc tov Takétmv tov
delypatog kot n; eivot 0 avopevorevog aptBpoc TakéTmv 6€ PUGIOAOYIKN Asttovpyia.

H pnyovikn padnon eivor aAAn por péBodog m omoia ypnoytonoteitor yo v
TPOooTacio SIKTH®V eVAvTLIa o€ eMBEcELS. AVTi va vITdpyel Eva TPoKaBoPIGUEVO
QIATPO, €vag aAyOPIOOG £xEl EKTOOEVTED) ETCL MOTE VO AVAVEDVEL GUVEYELDL
ToL KPUTpLoL e T oTtoio. PIATPAPEL T YEYOVOTO TOL O1KTVO. 'Eva mapdoeyuo
TETOIOV GLOTNUATOG &lvarl éva vevpwvikd oiktvo. Ta vevpwvikd oikTva
amoTeEAOVVTOL a0 OPKETOVG KOUPOLG TOL SOLAEDOLV TOPAAANAC Yo Vo
eneEepyactovv dedopéva. Otav ekmaidevtodv 1 tovg 600t Eva peydlo péyebog
TANPOPOPING, 1] CLALEKTIKT YVAOGN TOV VELPOVAV 1) TOV KOUP®V avanticGouy
éva potifo ywo va emeEepyactodv mapaninoio dosdopéva. Ta tpia kOplo emineda
eVOG VEVPWVIKOD O1KTVOV givar 1 €106000G 1 €£000¢ Kol KPLUUEVO EITEDD GTO
evoldpeso ta omoia emeEepydlovral ta dedopéva. Kabmg o xpovog mepva kot
neplocoTepa dedopéva eneEepyalovtal, ot koot pabaivovy tepiocdTepa Kot
60 kou mo KoBapd potifo  epeaviCovral. ‘Evag adyopiBpog eivar 1
KkaBodnyovoa SV oM Ao TIC ATOPAGELS Ot omoieg AapPdvovtat amd avtd
T dtktva. Mepkol yvaotol adydpifpol omnv EVIOTMIGUO KOl OVIYLETOTION
avopolov o€ diktva givor ot Multilayer Perception, Gaussian Classifier, K-
means Clustering kot ta papkofiové povtéda.
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4.3 DDoS detection pe ypniion evrpomiac.

> Bewpia TANpo@opiag pHeyoldTepn TIES EVIPOTIOG OVOUEVOVTOL OTOV 1| LETOPANTY
™™g mAnpoopiag elvarl mePLocoTEPO TVYi0. ANEcO €makOAoVOO aVTOV givol oTL 1
EVIpPOTiOL OVOUEVETOL VO Elvar pukpn) 0Tav 1 afefoatdtnta TS TANpoPopiag elvar pukpn.
I'o va Ttocotikonomoet to péyebog e apepfardtroac o Rényi siofyoye to peTpiKo
ocvoTnuo TG evipomiog Pabuod o G HaONUATIK) YEVIKELON TNG EVIPOTIOG TOV

Shannon. @swpovpe dakpirh Katavou ThavoTNTOC:

n
P ={py,p2,P3 . -Pn} £TOLWOTE Zpi =1,p;=0

i=1

Tote n gvrpomtio tov Rényi, Babuov o opiletor mg eENG:

n
1
H,(x) = 7—_log; (Z p?‘)
i=1

Onova = 0,a # 1,p; = 0. Eqv ot tipég tov p; glvar ot 101, n pH€y1otn evrpomia
glovt yvootn wg Harley entropy kot eivon 1 €€ng:

Hy(X) =log; n

Ortav a — 1 1 yevikevuévn evrpomio. 6VYKAIVEL 6TV evrpomio Tov Shannon:

n
Hy(x) = _Zpi log, p;
im1

Otav a = 2 10T€ £(0VE TNV TETPOUYOVIKT EvTpomio Tov Rényi:

n
H,(x) = —log; Zp?
i=1

Otav a —» o, H,,(x) €ovue v kpOTepN TIUR EVIPOTING TG TANPOQOPIaG.

O Karol avapépnke otn oyxéon peta&d g evrpomiog tov Shannon kot tig evipomieg
tov Rényi aképatov Pabupov a. H tyun g eviporiog tov Rényi e€aptaror amd tnv
nopdpeTpo o. I[To cvykekpipéva, T0 MO SNUAVTIKO YOPOKTNPIOTIKO TNG EVIPOTIOG
Rényi yio tiuég tov o peyaAdtepeg G Hovadag eivor oti pmopel v owénoet
dlomopd HETAED TV O0POP®V KATAVOU®MV THOVOTNTAG TEPICCOTEPO A0 OTL AV

XPNOUOTOL0VCAE TNV gvIpomia Tov Shannon.
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Yrdpyovv 600 onpoavtikol TapapeTpot otov evromicpd DDOS pe v yprion evipomiog:

1) To péyebog mapabvpov (window size).
2) H myun kotoeAiov (threshold).

To péyebog mapabvpov pmopel vo Poaciletor €ite o€ €va GLYKEKPUEVO YPOVIKO
dlotnua, gite oe ovykekpuévo apBpd mokétwv. H evrporia vmoloyileton péoa oe
avtd 10 Tapabvpo Yo va ekTunbel n afefardtra ota ecepydueva Takéta. Edv n
VTOAOYIGEVT EVTPOTia EEMEPAGEL £VOL GLYKEKPIUEVO OP10 1 Elval LUKPOTEPT ald aVTO
161 M emibeom eviomicTnKe.

4.4 Egappoyn DDoS detection etov POX controller

I'vopilovpe oti kGbe @opd TovL £va mAKETO €yl SLOPOPETIKY IP, OTEAVETAL GTOV
controller. Eépovtag oti T0 makETO €lval KovoOplo Kot 0 TPOOPIGUOG EWVOL GTO 1010
diktvo (flat topology), to péyebog g ToxodTTOG PITopel va opilotel vroloyilovtag
mv evipomia Poaciopévn oe éva cvykekpiuévo p€yebog mapabvpov. To péyebog
nopafvpov givor o apdpds tov packet_in events tov eicepydpevov vEmV ToKETOV To
omoio. KOl YPNOOTO0VVTOL Yoo va. VoAoywotel 1 evipomia. Oco meplocdTEPES
dapopeTiKég Ip vVILapyovy og kabe Topdbupo TaKETOV, TOGO PEYOADTEPN Eivar KoL 1)
EVTPOTiO, KOl OG0 AYOTEPEC SLAUPOPETIKES P VITAPYOVY TOGO LKPOTEPT EIVaL 1] EVIPOTIQ
(e xat’eddyoto 2 ip). Xe o enifeon DDOS avapévovpe peyddn adénon tov
SPOPETIKAOV IP HESE 6TO TOPABVPO TAKET®V, Apa Kot ALENUEVT TIUT EVIPOTIOC.

2V mopovca gpyacio Bo aoyoAnBovuE e TOV TPOGOOPIGUO TNG EVIPOTIOG KoL TIC
dwakvpdvoelg avdioya pe 1o péyebog mapabopov, kabmng emiong kot Bo kavovpe
GLYKPLTIKO GVAUEST, GTNV EVTPOTIOL TOL Shannon Kot TV TETPAYWVIKY EVIPOTIO, TOV
Renyi mpokeévovr va  PydAovpe ypnolpwo ovumepdopoato. To meipapa O
npaypotoron et yuo peyén mapaddpov 10, 20, 50 kot 100 kot n katavoun Tov ip o
gtvor ot dv0 axpaisg mepurtdoelg, évac host mpog Evav dAlov kot olot dlopopeTiKol
hosts mpog évav dAlov kabmg emiong kot Toyaieg meputtocels (random) mov Eekwvave
amd TN WIKPOTEPN KOTOVOUT OlOPOPETIKOV IP 7POG UEYOADTEPT  KOATOVOUN
drapopetikmdv ip. Emiong Oa tpomomomoovpe KOTAAANAL TOV KOSIKO £TGL OOTE VO LLOG
vroAoyilel TNV pé€ytotn eviponio and pia AMoto amd evipomiog tng omoiag to péyedog
kaBopilovpe epeic. Téhog Ba TpomomomBel kot mAA 0 kddkaG €161 ®OTE OTAV O
VTOAOYIGUOG TNG EVIPOTHOG EEMEPACEL VA GLYKEKPIUEVO OPLO TO OTOI0 VITOOEIKVVETOL
a6 ™ péylot evrpomio, 0o otédvetar apyeio pe tig mbavég ip tng DDOS enifeong pe
TPOTOV OV e€nyeiton oTO ETOUEVE KEPAAOLAL.
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4.4.1 Ymoloywopog evrporiog Shannon ko Quadratic Rényi

Tpomonotodpe tov kmduka tov 12_learning component tov controller pox. Xtov
constructor tng kAdong LearningSwitch npocOétovpe T1c €€Mg apyIKonomcelc:

o self.ip_list=[]
o self.ip_dict={}
e self.counter=0

H pébodog _handle_PacketIn dwapopodveton og €€Nc:

def handle PacketIn (self, event):

listl=[]
list2=[]
window size=10

packet = event.parsed
if packet.type == ethernet.IP TYPE:
ipv4 packet=event.parsed.find('ipv4")
src_ip=ipv4 packet.srcip
log.debug(src_ip)
self.counter+=1
log.debug("the counter is %s",self.counter)
self.ip list.append(src_ip)
log.debug(self.ip list)
if self.counter==window size:
self.counter=0
for i in self.ip list:
if i not in self.ip dict:
self.ip dict[i]=0
self.ip dict[i]+=1
log.debug(self.ip dict)
for k in self.ip dict.values():
prob=(k/float (window size))
listl.append(-prob * math.log(prob,2))
list2.append(-math.log(pow(prob,2),2))
entropyl=sum(listl)
entropy2=sum(list2)
log.debug ("SHANNON ENTROPY IS %$s",entropyl)
log.debug ("RENYI a=2 ENTROPY IS %s'",entropy?2)
self.ip list=[]
self.ip dict={}

Emuiéov Bipiodnkes mov yperastnKay:

from pox.lib.packet.ethernet import ethernet
from pox.lib.packet.ipv4 import ipvi4

from pox.lib.addresses import IPAddr

import math

67



Ot TpEIC TPATES Y10 VO LTOPOVUE VO ETEEEPYACTOVUE TO TOKETO KOl VO AAPAvoLpLe
d1evBvVeELS 1P Kot 1) TEAEVTOO TPOKELUEVOD VO TTPOLYLLOTOTOMN GOV UE TTL0 GUVOETEG
HaONUOTIKES TPAEELS Y10 TOV VTTOAOYIGUO TNG EVIPOTIOG.

H Lertovpyia mov emterel 0 KOOWKOS gival 1 €€Nc:

e [0 kdBe maxéro mov swoépyetan otov controller, evromileton ) ip amoostoréa.

o Av&davetat o peTtpntig Katd £va kot amodnkedeTon 1 ip o€ o Aioto.

e Otav o peTpntic @tdoet to embounto péyebog mapaddpov tote yio kébe Iip ot
Mota @Tidyvetar €va AeEkd, mpoomeAAlovTag T TPONYOVUEVT AlOTO KO TO
omoio mepiéyel kGOe Ip TG AMoTog Kot TOGEC POPES EUPAVIOTNKE GTO TopAdvpo
TOKETOV.

e T kdBe TN oto Aeikd mov deiyvel mOGEG POpEG eppaviotke 1 ke ip
vroAoyileton n mOavOTNTA EPEAVIONG TNG 1p, M| oToia €fvat 0 AOYOG TOL TOGES
QOpEC eppaviotnke 1 ip 014 to uéyebog Tov mapabHpov.

e Ymoloyiletar k@O Evag and Tovg Opovg g evrpomiag tov Shannon kot Rényi
v 0=2 ko té€Aog afpoilovial OA0L 01 OPOL TPOKEWEVOD VO TPOKVYOUV O1 TILES
NG EKAGTOTE EVIPOTIOG.

e Enavopykomoleitat ) AMota mov mepiéyet Ti¢ ip kabmg kot 10 AeEiko.

4.4.2 TIpoypnotomoinoy mEPapaToS

A6y tov oti dovrevovie o TepPAAiov Mininet, Sev UTOPOVLLE VoL EYOVLLE TPOAYLLOTIKT
kivnon, aAAd Oo peLeT GOV E O1BPOPEC TEPIMTMGELS Y10 TOV DTOAOYICUO TNG EVIPOTING
ue Baon dapopetikd mapdbvpo mokétov. o v katavoun ip oto mapdbvpo Oa
CLUTEPIAAPOVLE OKPAIEG TEPUTTAOGELS, ONANOT OAES O1 O1EVOVVGEIC AMOGTOALN VOl VoL
OLPOPETIKEG KOl VoL £YOVUE HOVO €VOV OTOCTOAEN, OMMG KO TUYXOIES EVOIAUECES
neputooels. Ot Tuyaieg mepmtdoelg EEKvave amd KATAVOUEC AMyOTEP®V 1P TTPOG
KOTaVopEG TeptocOTep@V Ip. I'an Adyovg amAdtnrag, avti va kavovpe ip spoofing, Oa
dokipudoovpe vo kdvovpe oo Evav host ping mpog dAlovg kot Oa vrobécovue oti givar
ot GAlot ov emtibevTol TPog aVTOV, YWPIG GEAALN OTO AmToTEAESHOTO poc. Ot ip
devBvvoelg and to icmp replies Ba eivar avtd ta omoio O pag SOGOLVV TIG TIUES TNG
evrpomiag kot Bo BewpnBovv ¢ eniBeon.

"o BorBeta Oa ypnoomomoovpe to e&ng bash script:

#!/bin/bash
foriin 10.0.0.{1..x}
do

sleep 1

ping -c 1 "$i"
done

Omov X 0 appog Tmv ip mov BEhovpe va kavovue ping.
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MopaBvpo maxétov peyéBovg 10
1)

IP IMoxéta
10.0.0.1 5
10.0.0.2 5

Shannon entropy = 1
Rényi entropy = 4

2)

IP [Taxéta
10.0.0.2 1
10.0.0.6
10.0.04
10.0.0.3
10.0.0.5
10.0.0.1

I N

Shannon Entropy = 2.16096404744
Rényi Entropy = 35.2192809489

3)
IP IMoxéta
10.0.04 1
10.0.0.3 2
10.0.0.2 2
10.0.0.1 5

Shannon Entropy = 1.76096404744
Rényi Entropy = 17.9315685693
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Entropies - window size 10

40
35,2192
35
30
25
20 17,9315
15
10
5 4 2,161
1 1,761 ,
. — — —
lip-1ip random all-1ip
B Shannon M Quadratic
IMMopaBuvpo makétov peyédovg 20
1)
IP Ioxkéto
10.0.0.1 10
10.0.0.2 10
Shannon entropy = 1
Rényi entropy =4
2)
IP Iokéto
10.0.0.9 1
10.0.0.11 1
10.0.0.2 1
10.0.0.6 1
10.0.0.4 1
10.0.0.8 1
10.0.0.10 1
10.0.0.7 1
10.0.0.3 1
10.0.0.5 1
10.0.0.1 10
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Shannon entropy = 2.6609640744
Rényi entropy = 88.4385618977

3)

IP
10.0.0.4
10.0.0.3
10.0.0.2
10.0.0.1

Shannon entropy = 1.78547529723
Rényi entropy = 17.5917185664

4)

IP
10.0.0.2
10.0.0.6
10.0.0.4
10.0.0.7
10.0.0.3
10.0.0.5
10.0.0.1

Shannon entropy = 2.26096404744
Rényi entropy = 45.8631371386

Iokéto
3
3
4
10

IMoxéta
1

NNEFEDNPRE

[EEN
o
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Entropies - window size 20

100
88,4386
90
80
70
60
50 45,8631
40
30
- 17,5917
10 14 1,7854 . 2,261 2,661
0 R _ — — | |
lip-1ip random 1 random 2 all-1ip
B Shannon M Quadratic
HoapdBvpo TaxéTtmv peyéBovg 50
1)
IP Ioxkéto
10.0.0.1 25
10.0.0.2 25

Shannon entropy = 1
Rényi entropy = 4

2)

[Mapdabvpo pe 25 drapopetikég ip kar 25 @opég v ip 10.0.0.1

Shannon entropy = 3.32192809489
Rényi Entropy = 284.192809489

3)
IP IMokéta
10.0.0.9 3
10.0.0.2 4
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10.0.0.6
10.0.0.4
10.0.0.8
10.0.0.7
10.0.0.3
10.0.0.5
10.0.0.1

WWwWwwww

N
o1

Shannon entropy = 2.49624384458
Rényi entropy = 66.1122240263

4)

IP IMoxéta
10.0.0.9 2
10.0.0.11
10.0.0.13
10.0.0.15
10.0.0.17
10.0.0.2
10.0.0.6
10.0.0.4
10.0.0.8
10.0.0.10
10.0.0.12
10.0.0.14
10.0.0.16
10.0.0.18
10.0.0.7
10.0.0.3
10.0.0.5
10.0.0.1

NNOMNRPRPRPRRPNNNNNRRRE R

N
(6]

Shannon Entropy = 3.00192809489
Rényi Entropy = 177.891110452
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Entropies - window size 50

300 284,1928
250
200 177,8911
150
100
66,1122
50
1 4 2,4962 3,0019 3,3219
0 —
lip-1ip random 1 random 2 all-1ip

B Shannon M Quadratic

Hapadvpo tokiéTov peyidovg 100

1)
IP IMoxéta
10.0.0.1 50
10.0.0.2 50

Shannon entropy = 1
Rényi entropy = 4

2)

[Mapdabvpo pe 50 drapopetikég ip kar 50 @opég v ip 10.0.0.1

Shannon entropy = 3.82192809489
Rényi Entropy = 666.385618977

3)
1P Moxkéta
10.0.0.9 3
10.0.0.11 3
10.0.0.13 3
10.0.0.15 3
10.0.0.17 3
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10.0.0.2
10.0.0.10
10.0.0.12
10.0.0.4
10.0.0.16
10.0.0.18
10.0.0.7
10.0.0.3
10.0.0.5
10.0.0.1

WWWNWWWWWw

al
o

Shannon entropy = 3.04114689454
Rényi entropy = 175.172310429

4)

IP IMokéta
10.0.0.8 2
10.0.0.21
10.0.0.23
10.0.0.2
10.0.0.17
10.0.0.30
10.0.0.3
10.0.0.2
10.0.0.27
10.0.0.11
10.0.0.25
10.0.0.16
10.0.0.19
10.0.0.24
10.0.0.9
10.0.0.4
10.0.0.29
10.0.0.10
10.0.0.18
10.0.0.5
10.0.0.26
10.0.0.15
10.0.0.6
10.0.0.12
10.0.0.22
10.0.0.20

10.0.0.7

10.0.0.13

10.0.0.28

10.0.0.1
Shannon entropy = 3.40192889489
Rényi entropy = 345.343659007

P NN NNDNMNDNPNDNENNNNENNNENNNENENNNEDNDNNNDNEDN

a1
o
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700

600

500

400

300

200

100

Entropies - window size 100

666,3856
345,3437
175,1723
1 4 3,0411 3,4019 3,8219
lip-1ip random 1 random 2 all-1ip

B Shannon ™ Quadratic

YopTEPAGNOTA TEPANOTOS!

1)

2)

3)

4)

H evtponia avédvetan og éva dikTvo AOym T adENONG TOV SLOPOPETIKAOV iP Ot
omoieg o@eihovTal TOGO TOV TOAAMV VLTOAOYIGTAOV TOV GULUUETEXOVV GTNV
enifeon, 660 kot oto mbovo ip spoofing mov epopupoletol oto TOKETO GE
nepintoon DDoOS.

H péyot evtpomic tov Shannon oto dwoopetikd mopdbvpo makétwv
avEAVETOL Alyo EVA 1 TETPAYOVIKT 0LEAVETOL TOAD TEPIGGATEPO.

H dwomopd tov THdv g TETpay®vIKNg evepomiog eivotl ToAD peyaddtepn and
Tov Shannon.

H tetpayovikn evipomio umopel vo dMGCEL MO AENTOUEPY] KATOYPOAPY| TNG
kivnong kot va evtomicovpe mo gvkoia poe DDOS emifeon éxet dpwmg to
pelovékTNo oti M PEYAAn dacmopd umopet vo, dnpovpynost false positives
otov gvtomiopd DDOS Aoy peyordtepng «evocncioagy oTig O1opopeTIKEG
TIHEG TOV TOPBVPOV TOKETMV.
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4.4.3 Ymolhoylopog HEYIOTNG EVIPOTIOG KAVOVIKIG AELTOVPYIOG.

O kddwog mopapével o 1d1og e Tov 5.4.1 kot amd T1g evrpomieg mov voloyilovron
UTTOPOVLE VO KPATNOCOVUE OTOONTOTE Omd TIC dVOo BEAovpE. LTV GLYKEKPLUEVN
nepintmon Bo ypnoomomcovpue tov Shannon. Ot tpocOnkeg ivat ot ENG:

Ytov constructor g kAdong LearningSwitch mpootifevton ot e€NG apyIkomoGeLS Yo,
va dOnpovpynOel pia AMiota pe evipomieg KaBdg emiong kol Evag LETPNTNG ETCL MOTE VA
delyvel mdoec Tinég evipomiag Exovv elcaybel otn Mota avrtictoryo:

e self.entropylist=[]
e self.countentr=0

Y1t puébodo _handle_Packetln:

MeTd ToV VTOAOYIGUO TG EVIPOTING KOl TPV TLG OPYIKOTOMGELS TG AMoTag TV ip
Kot Tov Ae€kob Tpootifetar 0 eENe KAdIKAG:

self.counterentr+=1

log.debug ("ENTROPY COUNTER IS %d",self.counterentr)
self.entropylist.append(entropyl)

if self.counterentr==counterentr num:
log.debug(self.entropylist)

log.debug ("NO ATTACK ENTROPY IS %s",max(self.entropylist))
f=open('"no attack entropy.txt","a")

f.write("%s\n" % max(self.entropylist))

f.close()

self.entropylist=[]
self.counterentr=0

H Lerrovpyia mov emredrel 0 kOOWKOG givar 1 €€ng:

Kd&Be @opd mov vrmoloyileton m evipomio 0  UETPNTNG TOV TIUOV TNG EVIPOTIOG
av&avetal Katd Eva Kot TpooTifeTan 1) TN TNG EVIPOTING TOV £XEL VTOAOYIGTEL GE HioL
Mota. H evtpomia m omoio mpootiBeton pmopel va elvar omowadnmote amd TOv
YEVIKELUEVO TOTTO EVTIPOTIOG TOL RéNYI, aAAd 61N cLYKeKPIUEV TTEPITTMOT EMALYETOL
Tov Shannon coueeva pe tov kddka 5.4.1. Otav 0 HeTPNTAG PTACEL TNV TLUT TOL EYEL
optotel (Kot o omoiog opilel ovolaoTiKa T0 pEYEDOC T MoTag), vroAoyileTon | péylot
TN NG evrpomiag amd v v A0yw Aota. Kataypdeeton emiong oe apyeio £161 dote
va pmopel kamolog va €xel mpocPacn oTic TIHEG. ZTO TEAOG TOL KM  yiveTon
EMOVAPYIKOTOINGN TOGO TOV PETPNTH OGO KoL TNG AMOTOG LE TIG EVIPOTIEC.

O VTOAOYIGHOG TNG UEYIGTNG EVIPOTILOG TOL SIKTVOL OLGLAGTIKA pag divel To threshold
10 0omoio ypellOHaoTE, £TGL OGTE OTAV OOVUE TIUN UEYAAVTEPT] OO aVTY VO EEPOVUE
oti mpokertar yia enibeon DDOS. OAa avtd vd v voHecn 0Ti 1 Kortavoun Tev Ip og
nepintoon DDOS elvat peyoAdtepn and 011 6 Kavovikn Agttovpyio.
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4.44 Evromopdég DDoS eriBeonc.

O k®dKog TaPaUEVEL 0 10106 e ToV KOdKa Tov 5.4.1 &yovtog Tig EMOUEVES
TPOGOTKEC.

Ytov constructor g kAdong LearningSwitch npootifeton n €€ng apycomoinon:

self.ip_queue=deque(maxlen=n) Onov n onoicdnmoTE OPOUOG HEYOADTEPOG
and 1o péyebog mapabHpov maxétwv Kot Tov omoio kabopilet o yprotg. O
aplOuog aVTOG ONADVEL TOOES Eival 01 O TPOGPATES IP ATOGTOAEN O1 OTTO1ES
0o amobnkevovtot og pia doun double — ended queue.

¥t pébodo _handle_Packetln:

Apywomnogitan o local perofint) threshold=num o6mov num  givar to
threshold mave arnd tov omoio Oa yivetar o evromicpdg DDOS kot o omoio
TPOEKLYE OO TO TPEEO TOV KMIKa 5.4.3.

[Mpootifeton n evroAn self.ip_queue.append(src_ip) upetd v evioin yuo
TpooBNKn TV Ip 6N AMota £T61 ®GTE va TpooTifevTal ot ip Kot 6T vEo doun
double — ended queue.

[Ipootifetor 0 €€NG KMOOWKOS HETE TOV VTOAOYIGUO TNG EVIPOTIOG KOl TPV TIG
EMOVOPYIKOTOWGELS TNG AloTag TV Ip Kot Tov Ae&ikov:

if entropyl > threshold:
print " **** DDoS DETECTED ***x**x"
ip buffer=self.ip queue
for 1 in range (OTwindow_size):
ip buffer.pop()

attack ip=[ip for ip in self.ip list if ip not in ip buffer]

f=open ("DDoS IPS.txt","w")

for item in attack ip:
f.write("%s\n" % item)

f.close()

alert DDoS()
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Emmiéov rffrodnkeg mov yperdotnkav:

from collections import deque

import smtplib

from email .MIMEMultipart import MIMEMultipart
from email .MIMEText import MIMEText

from email .MIMEBase import MIMEBase

from email import encoders

H npodtn Bipriobnkn yperdleton yio vo propodue va ypnoorombei n doun double —
ended queue. Ot emdpEeveS Y10, va xpnoiporotndel To TpOTOKOALO SMIP Kot va propet
vo. otalel éva text apyeio wg attachment oty python.

H Lertovpyio mov emterel 0 KOOKOG givar 1 €€Nc:

Ka0e popd mov 0 vrorhoyiopdg g evipomiag Eemepva T TN OV £xel TEBEl G
threshold ka1 to omoio €yet vToloyloTel 0o TOV KMOSIKO VITOAOYIGHOD EVIPOTING
KOVOVIKNG Agttovpyiog t0Te cupPaivouy ta €ENG:

e Anuovpyeitan evag buffer, mg avtiypago g doung double ended queue n
omoio TEPIAOUPAVEL TIG TEAEVTOIEG N IP OTOGTOAEN TV TOKETMV TOV £YOVV
otdoel otov controller, 6mov n to péyebog g double ended queue mov
opiletal 6TIG APYIKOTOMGELG.

e Ao tov buffer apoaipodpe ta tedevtaio M ototyeia, 6mov M gwat to puéyebog
TOV TOPABVPOL TAKETMV.

o T k@Oe ip amd o mapdabvpo makétwv mov £ywve eviomiopdg DDOS eléyyetan
av otov mponyovuevo buffer vmdpyovv idieg ip. Av vmdpyovv 1oTE dEV
AopBdvovtar voyn, Bewpmdvtog oti givar ip ELGIOAOYIKNG AEtTOLPYiNG TOV
SKTHOL Kot OAEG TIG IP TTOL VAPYOVV Y10 TPDTY POPE GTO TOPAOVPO TOKETOV
Kataypaeoviotl o €vo apyeio wg «emProPeicy. Yrapyel ko | mepintwon va
EVTOTIOTOVV IP KOVOVIKNG AEITOVPYinG SIKTOOV Ol OTOIEC VO EULPAVIGTODV Yia
TPAOTN POPA 6T0 TOPABVPO TAKETOV OAANL GE VT TO YEYOVOS £YKELTOL KO 1
dvokoAia evtomiopod DDOS emibécemv.

o Ot kavovpieg Ip mov amobdnikedkav otélvovtar pe email oe popen| text oto
SLLYELPIOTN TOL SIKTVLOL KO CVTO TPOLYLOTOTOLEITOL LE TNV KANGT TNG EMOUEVIG
ovvaptmong alert_DDoS(). O dyeptom g KoAgitor vo GUUAANPDOGEL TO
username kot password tov email oto omoio Oa yiveror n TpdsPacn, To email
o710 omoio Ba otédvetar N e1Wdomoinom, to path tov apyeiov KoToypoEng TV Ip,
Tov Smtp server kot n 60pa mov akovel aviroyo pe To €idog tov email wov
YPNOLOTOEL.
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def alert DDoS():
content = "DDoS DETECTED"
fromaddr='emaill'
toaddr='email2'
msg=MIMEMultipart ()
msg['From']=fromaddr
msg['To']=toaddr
msg['Subject']="DDoS DETECTED"
body="possible malicious ips"
msg.attach (MIMEText (body, 'plain'))
filename="DDoS IPS.txt"
attachment=open (" /home/kostas/pox/DDoS IPS.txt","rb")
part=MIMEBase('application','octet-stream")
part.set payload((attachment) .read())
encoders.encode base64 (part)
part.add header('Content-Disposition',"attachment; filename= %s" % filename)
msg.attach (part)
mail = smtplib.SMTP('smtp.gmail.com',587)
mail.starttls ()
mail.login(fromaddr, "password')
text=msg.as_ string()
mail.sendmail (fromaddr,toaddr,text)
mail.close()

[Mapoxdto mapatiBetor Kol oynUATIKO S1AYPAUUE TOV EVIOTIGUOD TV TOav®V ip
DDoS. Mg koxkivo ypopa givar to mapdbupo makétmv Otav 1 eviponia Eenépace 10
threshold tov diktvov. 1o cvykekpiévo Topadetypa o buffer swvor tetparAdciog tov
napabvpov makétov. Otav apapebodv ta ototyeia péow g pebddov pop amo tov
buffer, yivetar o0ykpion av vadpyovv ot ip Tov TapadHPOL TOKET®Y TOL GLVEPN N
DDoS erifeon otov vmorowro buffer, éto1 dote va yivel pio ektipmon tov Kovobpiomv
Ip mov eloNyONGAV 6TO SIKTVO GE GYEGT LE AVTEG KAVOVIKNAG AELTOVPYIaG.

self.ip list

self.ip _queue

ip_buffer

1p_buffer petda amd v e€oymyn TV TEAELTAIOY M
oToyeimv, 6mov m to NEyedog mapabvpov
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Exiloyog

Y& avTd T0 KEPAAL0 TOPOVGIALETOL Lol GOVOYT| TNG TOPOVCAG SITAMUATIKNG EPYACIOG
KOl GUUTEPAGLOTO TAV® GTNV TEWPOUATIKY ddkacic. Emmpocshétmg, mapatibBevtot
OAPOopPES TPOTAGELS Y10, PEATIOOT KO TEPATEP® EMEKTACT) GTO UEALOV.

5.1 Xovoyn Kot couTEPASNATO.

YKOTOG TNG TOPOLGOS SMAMUOTIKNG givor vo dei&etl TIg véeg duVATOTNTEG TIC OTOLES
TPOCPEPOLY T Tpoypappatilopeva amd AOyoUkd oiktva otov Topéd NG
ac@dretog. Y homombnke éva vPpdkd honeypot to onoio Paciotnke otn Aoyikh Tov
honeybrid ka1 o omoio avakoTeLBVHVEL Kiviion Ao Evag aplOog TAKETOV PTACOVY
otov controller. Mg v ovykekpiévn viomoinon umopodue va avokotevfhvovue
ductvakn kiviion peta&d evog low ko evog high interaction honeypot kot pe kotdAAnin
AVTIYPOPN KO TPOTOTOINGT KMOSIKA Yo oKOpa meplocdtepo. honeypots. Atvovta £tot
véeg duvatdtTeg oTnV dlayeipion tv honeynets pe ) Pondeio twv software defined
networks. v devtepn mepintmon eidope TOG pmopovpe vo eviomicovue DDOS
EMOECELG e TNV YPNOT| EVIPOTIOG KO TOPOUTNPTCUUE TO SLOPOPETIKA OTOTEAECULATOL
7OV Jivovuy 6V0 VIOTEPITTMGEL TNG YEVIKEVUEVNG EVIPOTLOG TOL Shannon yio Tiuég g
napapétpov o, 1 kot 2 avtictoyya. Eidape oti ot debtepn mepintmon ot Tipég kon M
dllomopd TOLg eivol PEYOALTEPES KOl £T01L £YOLUE MO oKPp TEPLYpAPn NG
KOTAGTOGNG TG OIKTVOAKNG Kivong, aAAd pe peyaddtepo evoeyopevo va coppovv false
positives otov evtomopd DDo0S. EmmAiéov viomomoope 600 KMOOKEG aKOUN
Baciopévoug 6ToV KMOTKO VITOAOYIGHOV TNG EVIPOTING, VOV Y10, TOV DTOAOYICUO TNG
LEYLOTNG EVIPOTIOG EVOG OIKTVOL KOt VOV Y10L TV OTOGTOAN TV TOOVAOV «EMPAAPOV
ip oto email Tov diayeiplot o TEpinT®ON mapaPiccng Tov 0piov UEYIGTNG EVTIPOTING.
Emniong kot o115 800 mepurtmdoeig to OpenFlow Switch wépav tov emmiéov Aettovpyidv
7oL KaAeital va emtedécel Aettovpyel cav kKhaotko switch. BAénovpe dnladn oti mhéov
01 JIKTVOKEG GUOKEVEG TEPOV OOV KALVOVIKT] TOVG AELTOVPYIO LTOPOVV VO, AELTOVPYOHV
oav network security middleboxes, avoiyovtoc véeg dvvatdtnreg Kot Sivoviog
HeYOADTEPT €VEMETIN OTOV OLAYEIPLOTH OIKTVLOV.
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5.2 Behtiooeilg Kot MeEAAOVTIKEG ETEKTAGELG.

Yy nepintoon tov hybrid honeypot umopel va tpororomdei o kS £T61 GOTE vaL
&xel ovumeplpopd mapaminolo pe oidpopa modules tov honeybrid, omwg Yo
Topadelypa 1 avakatevbuven va unv yivetar petd omd £vav tpokabopiopévo aptpod
packet in events oALd og kdmoto Toyaio packet in event. Exiong pmopei vo dokipaoctel
VoL EPOPLOCTEL SIAPOPETIKT avaKaTeELBVVOT avaAoya e TO €100G TG Kivnong, av givot
udp, icmp 1 tcp. Eniong umopodv va dokipactovy dapopetikég Tiuég Soft ko hard
timeouts tov kavovov Yo va puOuotel o apludc TOV TAKETOV TOL PTAVOVY GTOV
controller ko emopévag mo6co ypryopa Ba yivetatl 1 avakatebbvven 6€ TPOyHOTIKES
ouvOnkeg.

Ymyv mepintoon tov evromiopoy DDOS, pmopei va doxyootel n emavaAnyn tov
VTOAOYIGLOV TNG EVIPOTIOG APKETEG POPES KOl VO VITOAOYLIGTEL 0 LEGOG OPOG NG, 1O1MG
0€ TPAYHOTIKEG GLVONKES TOV VTTAPYEL PEYAAN Kivnomn makétmv. Télog umopodv va
doKipaoTovV drapopetikég Tipég Soft ko hard timeouts tov kavovov yuo va pvOiotel
0 ap1Budc TokETmY oL PTAvel atov controller kot étot va ennpeactei To OGO Ypryopa
vroAoyileTou n evrpomia kot av eivor amoterecpatikd vo evtomotel DDOS enifeon otig
EKAOTOTE GLVONKEG.
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Hopaoptnua

Kadwkag entropies.py yio tov vroloyiopd quadratic Rényi vs Shannon entropy.
(T Tov vroAoYIoUd TG PHEYIGTNG EVIPOTING Kot TOL evtomicpod DDOS ot
TpocOnKec — oAAayEG KATAYPAPOVTOL EVTOC TN STAMUATIKNG OTO AVAAOYO KEPAA LX)

Copyright 2011 James McCauley
This file is part of POX.
POX is free software: you can redistribute it and/or modify

the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

POX is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with POX. If not, see <http://www.gnu.org/licenses/>.
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wnn

An L2 learning switch.

It is derived from one written live for an SDN crash course.
It is somwhat similar to NOX's pyswitch in that it installs
exact-match rules for each flow.

wnn

from pox.core import core

import pox.openflow.libopenflow 01 as of
from pox.lib.util import dpid to str

from pox.lib.util import str to bool

import time

from pox.lib.packet.ethernet import ethernet
from pox.lib.packet.ipv4 import ipvi4

from pox.lib.addresses import IPAddr

import math

log = core.getLogger ()
# We don't want to flood immediately when a switch connects.

# Can be overriden on commandline.
_flood delay = 0

it under the terms of the GNU General Public License as published by
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class LearningSwitch (object):
The learning switch "brain" associated with a single OpenFlow
switch.

When we see a packet, we'd like to output it on a port which will
eventually lead to the destination. To accomplish this, we build a
table that maps addresses to ports.

We populate the table by observing traffic. When we see a packet
from some source coming from some port, we know that source is out
that port.

When we want to forward traffic, we look up the desintation in our
table. If we don't know the port, we simply send the message out
all ports except the one it came in on. (In the presence of loops,
this is bad!).

In short, our algorithm looks like this:

For each packet from the switch:
1) Use source address and switch port to update address/port table
2) Is transparent = False and either Ethertype is LLDP or the
packet's
destination address is a Bridge Filtered address?

Yes:
2a) Drop packet -- don't forward link-local traffic (LLDP,
802.1x)
DONE
3) Is destination multicast?
Yes:
3a) Flood the packet
DONE
4) Port for destination address in our address/port table?
No:
4a) Flood the packet
DONE
5) Is output port the same as input port?
Yes:

5a) Drop packet and similar ones for a while
6) Install flow table entry in the switch so that this
flow goes out the appopriate port
6a) Send the packet out appropriate port

wnn

def init  (self, connection, transparent):
# Switch we'll be adding L2 learning switch capabilities to
self.connection = connection
self.transparent = transparent

# Our table
self.macToPort = {}

# We want to hear PacketIn messages, so we listen
# to the connection
connection.addListeners (self)

# We Jjust use this to know when to log a helpful message
self.hold down expired = flood delay ==
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#log.debug("Initializing LearningSwitch, transparent=%s"
# str (self.transparent))

self.ip list=[]
self.ip dict={}
self.counter=0

def handle PacketIn (self, event):

listl=[]
list2=[]
window_size=10

packet = event.parsed
if packet.type == ethernet.IP TYPE:
ipv4 packet=event.parsed.find('ipv4")
src_ip=ipv4 packet.srcip
log.debug(src_ip)
self.counter+=1
log.debug("the counter is %s",self.counter)
self.ip list.append(src_ip)
log.debug(self.ip list)
if self.counter==window size:
self.counter=0
for i in self.ip list:
if i not in self.ip dict:
self.ip dict[i]=0
self.ip dict[i]+=1
log.debug(self.ip dict)
for k in self.ip dict.values():
prob=(k/float (window size))
listl.append(-prob * math.log(prob,2))
list2.append(-math.log(pow(prob,2),2))
entropyl=sum(listl)
entropy2=sum(list?2)
log.debug ("SHANNON ENTROPY IS %$s'",entropyl)
log.debug ("RENYT a=2 ENTROPY IS %s",entropy?2)
self.ip list=[]
self.ip dict={}

def flood (message = None):
""" Floods the packet """
msg = of.ofp packet out()
if time.time() - self.connection.connect time >= flood delay:
# Only flood if we've been connected for a little while...

if self.hold down expired is False:
# Oh yes it is!
self.hold down expired = True
log.info("%s: Flood hold-down expired -- flooding",
dpid to_ str(event.dpid))
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if message is not None: log.debug(message)
#log.debug ("%$i: flood %s -> %s", event.dpid,packet.src,packet.dst)
# OFPP_FLOOD is optional; on some switches you may need to change
# this to OFPP_ALL.
msg.actions.append(of.ofp action output(port = of.OFPP FLOOD))
else:
pass
#log.info ("Holding down flood for %s", dpid to str(event.dpid))
msg.data = event.ofp
msg.in port = event.port
self.connection.send(msqg)

def drop (duration = None):
mmn
Drops this packet and optionally installs a flow to continue
dropping similar ones for a while

if duration is not None:

if not isinstance(duration, tuple):
duration = (duration,duration)

msg = of.ofp flow mod()
msg.match = of.ofp match.from packet (packet)
msg.idle timeout = duration[0]
msg.hard timeout = duration[1]
msg.buffer id = event.ofp.buffer id
self.connection.send(msqg)

elif event.ofp.buffer id is not None:
msg = of.ofp packet out()
msg.buffer id = event.ofp.buffer id
msg.in port = event.port
self.connection.send(msqg)

self.macToPort[packet.src] = event.port # 1

if not self.transparent: # 2

if packet.type == packet.LLDP TYPE or packet.dst.isBridgeFiltered():
drop() # 2a
return

if packet.dst.is multicast:
flood() # 3a

else:
if packet.dst not in self.macToPort: # 4
flood("Port for %s unknown -- flooding" % (packet.dst,)) # 4a
else:
port = self.macToPort[packet.dst]
if port == event.port: # 5
# 5a
log.warning("Same port for packet from %s -> %s on %s.%s. Drop."
% (packet.src, packet.dst, dpid to str(event.dpid), port))
drop (10)
return
# 6
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log.debug("installing flow for %s.%1i -> %s.%1i" %
(packet.src, event.port, packet.dst, port))

msg = of.ofp flow mod()

msg.match = of.ofp match.from packet (packet, event.port)

msg.idle timeout = 1

msg.hard timeout = 1

msg.actions.append(of.ofp action output(port = port))

msg.data = event.ofp # 6a

self.connection.send(msqg)

class 12_learning (object):

for OpenFlow switches to connect and makes them learning

wmn

def init  (self, transparent):
core.openflow.addListeners (self)
self.transparent = transparent

def handle ConnectionUp (self, event):
log.debug("Connection %s" % (event.connection,))

LearningSwitch (event.connection, self.transparent)

def launch (transparent=False, hold down= flood delay):

Starts an L2 learning switch.
try:
global flood delay
_flood delay = int(str(hold down), 10)
assert flood delay >= 0
except:
raise RuntimeError ("Expected hold-down to be a number™)

core.registerNew (12 learning, str to bool(transparent))
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Koowag Hybrid Honeypot

Copyright 2011 James McCauley
This file is part of POX.
POX is free software: you can redistribute it and/or modify

the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

POX is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with POX. If not, see <http://www.gnu.org/licenses/>.

P T o e

wonn

An L2 learning switch.

It is derived from one written live for an SDN crash course.
It is somwhat similar to NOX's pyswitch in that it installs
exact-match rules for each flow.

wonn

from pox.core import core

import pox.openflow.libopenflow 01 as of

from pox.lib.util import dpid to_ str

from pox.lib.util import str to bool

import time

from pox.lib.packet.ethernet import ethernet
from pox.lib.packet.ipv4 import ipvi4

from pox.lib.addresses import IPAddr, EthAddr

log = core.getLogger ()

# We don't want to flood immediately when a switch connects.
# Can be overriden on commandline.
_flood delay = 0

it under the terms of the GNU General Public License as published by
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class LearningSwitch (object):
The learning switch "brain" associated with a single OpenFlow
switch.

When we see a packet, we'd like to output it on a port which will
eventually lead to the destination. To accomplish this, we build a
table that maps addresses to ports.

We populate the table by observing traffic. When we see a packet
from some source coming from some port, we know that source is out
that port.

When we want to forward traffic, we look up the desintation in our
table. If we don't know the port, we simply send the message out
all ports except the one it came in on. (In the presence of loops,
this is bad!).

In short, our algorithm looks like this:

For each packet from the switch:
1) Use source address and switch port to update address/port table
2) Is transparent = False and either Ethertype is LLDP or the
packet's
destination address is a Bridge Filtered address?

Yes:
2a) Drop packet -- don't forward link-local traffic (LLDP,
802.1x)
DONE
3) Is destination multicast?
Yes:
3a) Flood the packet
DONE
4) Port for destination address in our address/port table?
No:
4a) Flood the packet
DONE
5) Is output port the same as input port?
Yes:

5a) Drop packet and similar ones for a while
6) Install flow table entry in the switch so that this
flow goes out the appopriate port
6a) Send the packet out appropriate port
def init  (self, connection, transparent):
# Switch we'll be adding L2 learning switch capabilities to
self.connection = connection
self.transparent = transparent

# Our table
self.macToPort = {}

# We want to hear PacketIn messages, so we listen
# to the connection

connection.addListeners (self)

# We just use this to know when to log a helpful message

self.hold down expired = flood delay ==
#log.debug ("Initializing LearningSwitch, transparent=%s",
# str (self.transparent))

self.counter=0
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def handle PacketIn (self, event):

counter 1
low ip="1
high ip="
low mac="

imit=6

0.0.0.2"

10.0.0.4"
62:d2:6d:2b:c8:8b"

high mac="2¢:9¢:99:13:53:8a"
high port=4

idle t=30
hard t=30

packet =
myport =

event.parsed
event.port

mac_src=packet.src

if packet.type == ethernet.IP TYPE:
ipv4 packet=event.parsed.find('ipvi')
src_ip=ipv4 packet.srcip
dst ip=ipv4 packet.dstip
log.info("destination ip")

if str(

dst _ip) == low_ip:

self.counter+=1

print
if sel

"the counter is %d" % self.counter
f.counter==counter limit:

self.counter=0

msg
msg.
msg.
msg.
msg.
msg.
msg.
msg
msg.

= of.ofp flow mod()

priority = 65535

match.dl type=0x800

idle timeout = idle t

hard timeout = hard t

match.nw _dst = IPAddr (low_ip)
actions.append(of.ofp action nw addr.set dst(IPAddr(high ip)))

.actions.append(of.ofp action dl addr.set dst(EthAddr(high mac)))

actions.append(of.ofp action output(port = high port))

self.connection.send(msqg)

msg
msg
msg.
msg.
msg.
msg
msg.
msg
msg
msg.
self

= of.ofp flow mod()

.priority = 65535

match.dl type=0x800
idle timeout = idle t
hard timeout = hard t

.match.nw dst = IPAddr(src_ip)

actions.append(of.ofp action nw addr.set src(IPAddr(low ip)))

.actions.append(of.ofp action dl addr.set src(EthAddr(low mac)))
.actions.append(of.ofp action dl addr.set dst(EthAddr(mac_src)))

actions.append(of.ofp action output(port = myport))
.connection.send(msqg)
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def flood (message = None):

""" Floods the packet """
msg = of.ofp packet out()
if time.time() - self.connection.connect time >= flood delay:

# Only flood if we've been connected for a little while...

if self.hold down expired is False:
# Oh yes it is!
self.hold down expired = True
log.info("%s: Flood hold-down expired -- flooding",
dpid to str(event.dpid))

if message is not None: log.debug(message)
#log.debug ("%$i: flood %s -> %s", event.dpid,packet.src,packet.dst)
# OFPP_FLOOD is optional; on some switches you may need to change
# this to OFPP_ALL.
msg.actions.append(of.ofp action output(port = of.OFPP_FLOOD))
else:
pass
#log.info ("Holding down flood for %s", dpid to str(event.dpid))
msg.data = event.ofp
msg.in port = event.port
self.connection.send(msqg)

def drop (duration = None) :
Drops this packet and optionally installs a flow to continue
dropping similar ones for a while

if duration is not None:

if not isinstance(duration, tuple):
duration = (duration,duration)

msg = of.ofp flow mod()
msg.match = of.ofp match.from packet (packet)
msg.idle timeout = duration[0]
msg.hard timeout = duration[1]
msg.buffer id = event.ofp.buffer id
self.connection.send(msqg)

elif event.ofp.buffer id is not None:
msg = of.ofp packet out()
msg.buffer id = event.ofp.buffer id
msg.in _port = event.port
self.connection.send(msqg)

self.macToPort[packet.src] = event.port # 1

if not self.transparent: # 2

if packet.type == packet.LLDP TYPE or packet.dst.isBridgeFiltered():
drop() # 2a
return

if packet.dst.is multicast:
flood() # 3a
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else:
if packet.dst not in self.macToPort: # 4

flood("Port for %s unknown -- flooding" % (packet.dst,)) # 4a
else:

port = self.macToPort[packet.dst]

if port == event.port: # 5
# 5a
log.warning("Same port for packet from %$s -> %s on %s.%s. Drop."

% (packet.src, packet.dst, dpid to str(event.dpid), port))

drop (10)
return

# 6

log.debug("installing flow for %s.%i -> %s.%1" %
(packet.src, event.port, packet.dst, port))

msg = of.ofp flow mod()

msg.match = of.ofp match.from packet (packet, event.port)

msg.idle timeout = 10

msg.hard timeout = 10

msg.priority = 25

msg.actions.append(of.ofp action output (port = port))

msg.data = event.ofp # 6a

self.connection.send(msqg)

class 12 learning (object):

Waits for OpenFlow switches to connect and makes them learning switches.
def init  (self, transparent):

core.openflow.addListeners (self)

self.transparent = transparent

def handle ConnectionUp (self, event):
log.debug("Connection %s" % (event.connection,))
LearningSwitch (event.connection, self.transparent)

def launch (transparent=False, hold down= flood delay):

won

Starts an L2 learning switch.
try:
global flood delay
_flood delay = int(str(hold down), 10)
assert flood delay >= 0
except:
raise RuntimeError ("Expected hold-down to be a number™)

core.registerNew(l2 learning, str to bool(transparent))
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